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The Scam Crisis in Numbers

780/0 of respondents
experienced some form of
scam

74!

$1 T reported lost

globally from scams

Source: Global Anti-Scam Alliance report 2024 N=58,329 people from across the world participated in the Global State of Scams
F F-Secure Copyright © 2024 F-Secure Corporation. All rights reserved. survey and F-Secure Global Market Research, n= 9,000, January 2025



Consumers Trust Service Providers to Solve ....

Which app would you prefer to get security from?
(Preferred + Would Consider Responses)

Banking/payment app (includes PayPal, Venmo, etc.) |GG 30%
Telecom provider app |GGG 7 1%
Stand-alone security app || GGG 0%
Shopping app (Amazon, Temu, etc.) |GG 65%
Insurance company app |GGG 622
Other app not listed | EGTNNEGEGEGEGEGEGEGEGEEEE 46%
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The Awareness Gap
Consumers want cybersecurity protection, but majority don’t know where to get it

Gap between US consumer expectation of cybersecurity and

awareness of Telco/ISP offerings
(% of total respondents)

25% 25%
Do Not Expect Do Not Expect
Protection Protection
\

41%

75% Unaware ISP Offers > Prlmary.

: Protection Opportunity
Expect Protection

34%

Aware ISP Offers
Protection

Consumers expect protection Aware ISP offers protection

F F-Secure. Copyright © 2024 F-Secure Cormporation. All rights reserved. Source: F-Secure US Consumer Market Survey, July 2025, n=1,022



The Cost of Inaction

Increased risk of churn if offering is not competitive

US Consumer Study:

How likely are you to choose an internet/phone/cable provider based on the

cybersecurity or scam protection services they offer?

Not Likely
14%

Somewhat Likely
50%

Very Likely
36%

\

J

86%
of consumers say cybersecurity

services influence their choice of
internet/phone/cable provider
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The Growth Opportunity © Omdia

by informa techtarget »

Consumers value cybersecurity as much as internet speed

Willingness to pay extra for additional features = Would Pay = Would Not Pay
Service that guarantees maximum broadband
speed at all times
Whole home cybersecurity service that protects
all your devices from hacker attacks
Service that guarantees you always have the 71% 29,
latest home gateway / Wi-Fi technology
Service that provides technical support for all
your connected devices
Online video traffic is prioritized to ensure best
quality

Working from home applications are prioritized to 65% 359
ensure best quality

59% 41%
Gaming traffic is prioritized to ensure best quality

F F-Secure. Copyright © 2024 F-Secure Corporation. All rights reserved. Source: “Digital Guardians: The CSP Advantage in Delivering Consumer Cybersecurity”, Omdia 2025 | n=12,773 7



The Business Case for CSPs
Cybersecurity can be more than a cost center

From your company's perspective, what is the main
impact of the rise in scams?
Loss of customer confidence in using

internet applications in general
2%

Increased liability costs
4%

Loss of customer
confidence in our

brand to keep our
customers safe

Increased cost of
customer support

20% from consumers
inquiring about
scam messages
Loss of customer 47%
confidence in
using our
broadband and
mobile services
27%
F F-Secure

© 9mdia

CSP decision maker view:

Cybersecurity Value Components

* Acquisition lift

 ARPU Lift

* Reduced churn

* Increased NPS

* Increased trust/ brand

* Reduced fraud liability costs
* Reduced support calls

Copyright © 2024 F-Secure Corporation. All rights reserved. Source: “Digital Guardians: The CSP Advantage in Delivering Consumer Cybersecurity”, Omdia 2025 | n=124 8



Why Embedding Security into Your App Works

Meet consumers where they're at

m Somewhat agree

80%

m Strongly Agree

2%

59%

| prefer combining many features in | prefer scam protection and | regularly use my telecom
fewer apps vs. having separate cybersecurity through an app | provider's app
dedicated apps for each feature already use rather than

downloading a new one

F F-Secure. Copyright © 2024 F-Secure Corporation. All rights reserved. Source: F-Secure Global Market Research, n= 9,000, January 2025



What CSP Executives Value

Omdia Research: What are the primary
benefits of embedding cybersecurity
features into your existing consumer app(s)

ot oeting app N ;7
engagement with existing app 57%
Reduced customer support I 5
costs °
Higher adoption rates for I
cybersecurity services °
Competitive differentiation |GG 30°%
Enhanced brand value and T o
customer trust °
Simplified user experience and I 5
reduced complexity °

Streamlined marketing and I s
reduced acquisition costs °

Source: “Digital Guardians: The CSP Advantage in Delivering Consumer Cybersecurity”, Omdia 2025 | n=124

F F-Secure. Copyright © 2024 F-Secure Corporation. All rights reserved.
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F-Secure Research: If scam protection and
cybersecurity was included inside your preferred app,
would you consider

mYes mMaybe

Using the app more frequently 37% 48% 85%
Switching internet/mobile providers
for access to this protection 77%
(included at no additional cost)
Upgrading to a premium version of
internet/mobile service that includes
more scam protection and 76%

cybersecurity features (some
additional cost)

Source: F-Secure Global Market Research, n= 9,000, January 2025
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The Telco Playbook

Examples of successful embedded security partners & solutions

Touch
nco

windstream. alrtles“‘

14 a

|~ MyCyberShieid

Hi Tommy,

Your network is online

We have over
1.7 million merchant
touch points
Claim your RM200 with us

Wi-Fi for guests @  ow

Gmail Email Address
Combolist
Sk bevarty Family members

0o

0ct 2022

. Clash of Clans Builder
High Severity - May 2021

Highlights

Touch&Go |dentity
Protect monitoring
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Your OPE life protected

Protecting your digital moments against scams

Auto-fill passwords everywhere

dMazon
Sign in
Ernzil or mobile phone number

johnny.appleseadi@gmail .com

Confinue

Constant visibility

i OPE Secure Met

App installations protected

Protected your Spotify installation
Rest assured, the app you just
downloaded is safe

!

F F-Secure.
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5:56 [ - [ [}

OPE
OPE Security A

Status Threats Breaches Fina

Online Life Status
Threat Score |
87% See details -
Protection level L]
65% See details -
2 4 ¢ @ 2
Home Status Locate Shop Manage

\

Auto-store new accounts
¥ Do you want to save password for

nytimes.com?

johnrmy.applesesd @ gmail .com

oo [

Credit notifications

Your credit score increased by 7 points!

Chedk out latest oredit card offers available to you

OPE Secure identity breach notifications
+ breach news & identity restoration
support

Your password has leaked!

Change it now and get other ssourity 11:11 AM
motifications




Your OPE life protected

Protecting your digital moments against scams

Example
Scam detection

embedded into
Partner chatbot

F F-Secure. Copyright © 2024 F-Secure Corporation. All rights reserved.

Hi Sarah! I'm your OPE Al assistant.
How can | help you today?

| saw this in my IG feed. Is this real?

jimmychoo.deals

This is an Al generated image with high
probablity of being a DeepFake.

The shopping site is also a known
scammer’s site. Don’t shop on this site!

q
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Pros & Cons of embedding security
Embedded vs. partner/white-label security solutions

Pros Cons

» Full flexibility over product & features « Slower time-to-market vs. stand-alone app

« End-to-end ownership of consumer, design, and UX  « Fully-fledged security apps / embeddded security

» Ability to differentiate from market features can be resource heavy

100% brand alignment * Requires strong in-house UX and design team

- Reduced complexity / improved user experience « Requires strategic buy-in from management to make

. Reduced fricti int SP mobile app the primary place to engage with
educed friction points customer

« Deeper data insights and integration with existing

. « Requires ongoing app maintenance
services G going app

F F-Secure. 13-Nov-25 Partner confidential 14



F F-Secure.

Thank you for joining today!

Please take our survey — we would love to have your feedback!
See you in the next F-Secure Webinar

More about how we help you stop scams at scale
F-Secure.com/partners



https://www.f-secure.com/en/partners
https://www.f-secure.com/en/partners
https://www.f-secure.com/en/partners
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