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Scam landscape



EDD Bank-of-America: - You 

have a Pending $2,100.98 CA 

Deposit which is not yet posted 

to your EDD Card Account due 

to the restriction on your card,

Please reactivate your 

Unemployment EDD card with 

the following activation link to 

approve the deposit and 

continue using your card. Click 

here to activate. 

http://eddc24hrs.com/visaprep

aidprocessing

Text Message
Today 11:55am

citi-app: you card is on freeze 

because your profile session is 

expired, login to enable and 

activate your card payment 

again  asap http://sg-

citi.umso.co

Text Message
Today 11:55am

Chase Fraud: We declined 

$830.00 with the card ending 

8721 at DISNEYLAND 

TICKETS.

Was this you or an authorized 

user? Reply YES or NO.

If yes, you will not be charged 

unless the purchase is 

attempted again. If no, we will 

close the card above and send 

you a new one that you should 

receive in 5 to 7 business 

days. Msg & data rates may 

apply.

Text Message
Today 11:55am

Can you spot the scam?

4

Which is real: 1, 2 or 3?

21 3
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Can you spot the scam?

5

Which is real: 1, 2 or 3?

Real!
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The consumer dilemma: Who to trust?

6

Consumers are overrun with fake messages

Urgent account freeze / service problem scam

Urgent check for 

payment scam

Real Bank Email Fake Bank & Telco Communications

Copyright © 2025  F-Secure Corporation. All rights reserved.

Billing / pricing 

change scam

Fake “free 

gift” scam

Contract/

account 

scam



Consumers can’t rely on intuition for protection

F-Secure Consumer Market Research 2025, n=9,000

of those that can recognize 

a scam still fell victim in 

the last 12 months

69%
I know how to recognize

an online scam

43%
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Intelligence Sharing

Research

Networking

GASA is supported by more than 100+ organizations worldwide

• Virtual Meet-ups
• 8 Email Groups
• Best Practice Blogs

• 3 Summits
• Online Directory
• GASA Chapters

• 30+ State of Scam Reports
• Blue (Policy) Papers
• Scam Fighter Awards

Solutions

GASA facilitates intelligence sharing, networking, research & shared solutions, worldwide

• Global Signal Exchange
• Scam.org

• More to come ☺
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The daily crisis in your customer base

Prevalence of experiencing a scam in last 12 months

Q8. Have any of the following scams happened to you in the last 12 months? Base: All respondents Globally (46000), North Amer ica (4500), South America (2000), 
Europe (17500), Africa (4000), Middle East (3000), Asia (13000), Oceania (2000)

57%
of adults Globally 
have had a scam 
experience in the 

last 12 months

GLOBAL REPORT

North 
America

South 
America

Europe

AfricaMiddle East

Asia Oceania

66%

72%

53%

68%51%

53% 73%

Highest 
market(s) 
per region

U.S. – 70%

Argentina – 74%

Ireland – 79%

Kenya – 83%

Philippines – 65%
Australia – 74%

United Arab 
Emirates –

54%I 



11Q3. Through which communication channel(s) did scammers approach you in the last 12 months?

The most common 
communication 
channels used by 
fraudsters 
Globally are phone 
calls, text 
messages and 
email
Top three most common scammer 
communication channels globally and by 
market

GLOBAL REPORT

Middle East

Asia

Oceania

North America

South America

Europe

Africa

Global

Phone call 58%

Text / SMS 
message 55%

Email 53%

Phone call 65%

Email 51%

Instant 
messaging app 52%

Email 56%

Text / SMS 
message 49%

Phone call 51%

Text / SMS 
message 57%

Instant 
messaging app 50%

Social media 50%

Phone call 44%

Text / SMS 
message 41%

Social media 40%

Phone call 57%

Instant 
messaging app 43%

Text / SMS 
message 53%

Email 66%

Phone call 46%

Text / SMS 
message 59%

Phone call 53%

Text / SMS 
message 51%

Email 47%
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Shopping, unexpected money & investment scams are the most 
experienced type of scam globally, affecting around half of scam victims

Q8. Have any of the following scams happened to you in the last 12 months? Base: All 
who have been contacted by scammers (27,198)

Prevalence of experiencing types of scam in last 12 months

30% 25% 25% 25% 21% 21% 19% 21% 19% 19% 17% 15%

24%
23% 23% 17% 20% 19% 21% 19% 19% 17% 17% 17%

44%
51% 50%

56% 57% 58% 58% 59% 61% 61% 65% 67%

Shopping
 scam

Investment
 scam

Unexpected
 money
 scam

Identity
 theft

Imperson
-ation
scam

Charity
 scam

Fake
 invoice
 scam

Employment
 scam

Money
 recover
 scam

Other
 scams

Romance
/ relationship

 scam

Blackmail /
 extortion

 scam

NoYes , more than once Yes , once

54% 48% 48% 42% 41% 40% 40% 39% 38% 36% 34% 31%NET: 
Yes

Click here to review full scam descriptions 
seen by respondents within the survey

GLOBAL REPORT
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Funds lost due to scam activity is eroding 
consumer trust
Prevalence of losing money to a scam in last 12 months

Q13. In the last 12 months, in total, how much money did you lose to scams? Please include the total amount of money lost, regardless whether you managed to 
partially or fully recover it. Base: All respondents Globally (46000), North America (4500), South America (2000), Europe (17 500), Africa (4000), Middle East (3000), 
Asia (13000), Oceania (2000)

North 
America

South 
America

Europe

AfricaMiddle East

Asia

24%

41%

20%

41%25%

19%23%
of adults Globally 
went on to have 
money stolen by 
scammers in the 

last 12 months

GLOBAL REPORT

Argentina – 44%

Mexico – 34% Ireland – 27%

Kenya – 53%

United Arab 
Emirates – 33%

Pakistan – 39%

Highest 
market(s) 
per region

Oceania

22%

New Zealand – 23%



Money lost to scams in past 12 months:

15

Q13. In the last 12 months, in total, how much money did you lose to scams? Please include the 
total amount of money lost, regardless whether you managed to partially or fully recover it. Base: 
those who lost money (10732) *NB, markets without sufficient base size for those losing money to 
scams have been omitted from this l ist

GLOBAL REPORT

An estimated 
$442 Billion has been 
lost to scams 
worldwide in the last 12 
months…

$2.885,10 

$2.511,12 

$2.384,00 

$2.218,57 

$2.132,06 

$1.915,06 

$1.647,81 

$1.137,44 

$1.090,97 

$1.086,68 

Austria

Saudi Arabia

Australia

Belgium

Singapore

New Zealand

Canada

United Kingdom

Switzerland

United States $191,84 

$175,79 

$156,43 

$153,12 

$139,58 

$136,13 

$130,20 

$116,41 

$114,85 

$113,03 

Philippines

India

Egypt

Sweden

Pakistan

Vietnam

South Africa

Türkiye

Indonesia

Romania

Ten highest average loss*

Value lost to scams

USA: 
$1,087

Europe: 
€500 - 2,800 range

Asia: 
$113-475 range
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Globally, just under 
two thirds of scams 
happen within a 
day of first being 
contacted by the 
scammer 

64%

Europe

65%
North America

64%
Africa

62%
Proportion of scams that happen within a day

47% within 
minutes

17% within 
hours

31% a 
day or 
longer

Q10. Thinking about the most recent time you were scammed, how long did it last? Please think about from the first time you heard from the scammer until the last 
time you were in contact with the scammer. Base: All respondents who have been scammed (26817), North America (2996), South America (1435), Europe (9419), 
Africa (2778), Middle East (1535), Asia (7187), Oceania (1467)

of scams happen within a 
day of first being contacted 

by the scammer

GLOBAL REPORT

Scams 
happen faster

Scams 
happen slower

South America

76%
Oceania

69%
Middle East

67%
Asia

60%
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F-Secure approach 
to tackle scams



Understanding the scammers’ view
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F-Secure Research Threat Intelligence “Scam Kill Chain” looking at the scammers’ tactics & 

techniques

Define victim

target group

Scammer’s steps

Create the 

scam front

Contact victim 

& engage

Get scam to 

persist as long 
as needed

Monetize

Grow the 

scam size

Manipulate to 

access victim 
information

Source: F-Secure Threat Intelligence proprietary F-Secure Scam Kill Chain covering online scammers’ techniques & tactics across the kill chain

F-Secure holistic scam protection – focusing on prevention
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Telcos have a unique advantage to prevent scams

19

Telcos Banks Platforms

Real-time network control See fraud after payment Report & remove (reactive)

Stop before first contact Can only freeze accounts
Scammer already contacted 

victim

Prevent the conversation Limited to reimbursement No control over calls/SMS

Source: F-Secure Threat Intelligence proprietary F-Secure Scam Kill Chain covering online scammers’ techniques & tactics across the kill chain
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Holistic scam protection 
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Building AI-powered protection for the most common scams & channels

AI powered protection

Shopping, Messaging, Email, AI Scams etc.

Digital Advertising

Social Media Posts

Instant Messaging

Email

SMS

Scammer’s Channels

Scammer’s communication channels

Global Anti-Scam Alliance Global State of Scams 2024

Concept images, subject to change
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CSP opportunity to 
help consumers 
reclaim trust



The impact of scams is 
profound, the solution is 
in your hands

81% 
expecting their communication 

service provider (CSP) to 

provide security
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73%

50%

49%

36%

Source: F-Secure consumer market research, January 2025, 9 countries (Finland, France, Germany, 
Japan, The Netherlands, Sweden, UK, USA and Vietnam), 9000 respondents (1000/country), 18-75y

F-Secure value-based consumer market segmentation

Scam protection resonates highly with consumers

• Willingness to pay for 

scam protection highest 

we’ve ever seen for 

security target segments 

• High mass market appeal: 

~50-60% of all consumers 

in target segments

• Willingness to pay for 

scam protection is highest

among young adults 18-

34 years

Idea Hunter 

Relationship Builder 

Experience Seeker  

Stability Seeker  

Lower

Online engagement

Higher

Lower Business importance
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CSPs extending their core value proposition with security
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What to focus on when positioning holistic protection?

25

Marketing messaging guidelines

Effort vs. 

Reward

Every point 

emphasizes 

"automatic," 

"instant," or 

"without extra 

steps“

Privacy = 

Protection 

Keeping personal 

information, money, 

and identity safe

Making Security 

Tangible

Concrete scenarios 

(shopping, banking, 

WiFi) rather than 

abstract threats

Addressing 

Trust Gap

Clear explanations 

of what actually 

happens ("moves 

to junk," "gets 

blocked")

Focus on scam related messaging

Source: F-Secure global consumer market reserach 2025
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Dial your value proposition so that it resonates

26

Value proposition that resonatesOutdated, feature-focused example
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Print Ad
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Impact of messaging 
that resonates:

+30% 
increase in sales
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Thank you for joining today!
Please take our survey – we would love to have your feedback!

See you in the next F-Secure Webinar

More about how we help you stop scams at scale

F-Secure.com/partners

https://www.f-secure.com/en/partners
https://www.f-secure.com/en/partners
https://www.f-secure.com/en/partners
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