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A WORD OF WELCOME
As the way we do business evolves, so does the threat landscape,
creating additional security challenges for companies of all sizes.
It’s no surprise, therefore, that customers continue to choose to
put their trust in dedicated security partners.
F-Secure research shows that 82% of customers want a single security partner who can cover all solutions, expertise and services.
With this in mind, it makes sense for managed service providers
to focus on tackling threats holistically. A portfolio that includes
managed cyber security services delivers the security and flexibility your customers demand, and the constant revenue flow your
business needs. But building it is not easy; it requires new skills,
deep knowledge and versatile ways of working.
A great partnership is all about mutual benefit. You put a little in,
you get a whole lot more out. F-Secure’s Managed Service Provider (MSP) Partner program has been designed with one thing
in mind: better business for you and your customers. Something
more agile. More flexible. Something more focused towards your
customers’ needs. You’ll soon benefit from:
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•
•
•

Flexibility to choose between fixed-termand pay-per-use business models;
Scalability for greater profitability;
And full use of our unique service offering and expertise.

With F-Secure in your corner, you’ll have the cybersecurity expertise and services
your customers need. This playbook explains what you and your customers stand
to gain, what it takes to be an MSP partner with F-Secure, and how you can team
up with us.
We think you’ll like what you see.
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BUILD YOUR CYBER SECURITY
OFFERING WITH US
This program is designed to help partners navigate a dynamic
threat landscape. Whether you’re an ‘all-in’ Managed Service Partner or a Service Oriented solution provider, we have a solution
for you.

Our program is divided into four tiers. Your partner tier will be determined by the
volume of your security services & solutions business and your commitment to
F-Secure. The more you grow with us, the more benefits you receive. The levels
are the same as for F-Secure’s Global Partner Program.
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F-Secure also provides support for partners looking to transition
from being a reseller to becoming a trusted advisor of managed
security services. We offer training and support services to get
you up and running in no time.

Global Partner Program & Service Provider Program

PLATINUM
GOLD
SILVER
REGISTERED
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BENEFITS OVERVIEW
PROGRAM BENEFIT

PLATINUM

GOLD

SILVER

REGISTERED

Marketing resources/tools

xx

xx

x

x

Marketing training

x

x

x

x

F-Secure Partner locator

x

x

x

Joint press release, case studies

x

x

x*)

GOLD

SILVER

REGISTERED

x

x

x

x

Partner Communications

x

x

x

x

Partner Logo Program

x

x

x

x

Free testing licenses

x

x

x

Joint Business Plan

x

x

Performance Based Marketing Funds

Global Partner Event

x

x

Marketing Development Funds

x

x

Executive Sponsorship

x

x

Joint Marketing plan

x

x

Eligible for Partner Advisory

x

MARKETING

PLATINUM

Partner Portal

x*)

x

x

x

x

24/7

24/7

Business hours

Business hours

Malware Sample Classification

xx

xx

x

x

Support Case Priority

xx

x

Customer Satisfaction Reporting

x

x

Quick start with ready-made documentation

x

x

Technical Service Manager

x

x

x

Basic & Advanced training Self-Study

x

x

x

x

x

x

x*)

Advanced training with Instructor

$

$$

$$$

$$$$

x

x

Expert training with Instructor

$

$$

$$$

$$$$

Access to training source materials

x

x

Subject Matter Specialist Training

x

%%%%

%%%

%%

%

Partner Promos

x

x

x

x

Flexible billing options

x

x*)

Sales Performance Incentives

x

x

Sales support

x

x

x

Pre-sales support

x

x

Deal registration

x

Sales Leads
Joint sales activities

x

TECHNICAL SUPPORT

Technical support tools

Partner Discount

ENABLEMENT
AND TRAINING

SALES

FINANCIAL

GENERAL

PROGRAM BENEFIT

Access to technical support

x*) Based on separate criteria
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BENEFITS IN ADDITION TO
BASIC GPP BENEFITS
BENEFIT
Volume based SaaS pricing

Unit price based on Volume Bands and Partner’s total monthly subscription usage

Consolidated Invoicing

Monthly single invoice based on actual usage of subscriptions

API Integration Possibility

Available API description and documentation Integration projects agreed and priced
case by case

Marketing and Co-branding

•

F-Secure MSP Partner branding

•

Access to co-branded marketing campaigns

•

Service launch support

•

”Powered by F-Secure” logo

•

Proactive updates and communication

•

Consulting

•

Escalations

Technical Service Manager
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SHORT DESCRIPTION OF ADDITIONAL BENEFIT

Technical Support

Support Access and SLA

Service Creation and Enablement

Supporting tools & documentation to build new services and/or benchmark existing
services to industry

Elevate to F-Secure

Security Incident escalation to F-Secure

Competence Development Trainings

•

Discount: Expert trainings with Instructor

•

Access to re-brandable training source materials

•

Each partner has Global Partner Porgram
Tier level based on key criteria

•

All Partner Program benefits available

•

All Partner Program requirements apply
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KEY BENEFITS OF BEING AN F-SECURE
MSP PARTNER
VOLUME-BASED SAAS PRICING
In Usage-Based Security business model the volume bands for pricing are on
Partner level. This means that more volume and monthly usage you have in
total, the better unit price you will get. No matter if your volume comes from
a lot of small deals or bigger customer deals.

API INTEGRATION POSSIBILITY
It’s not just invoicing either – our solution is able to integrate with your own
system to ensure seamless operation. Integration projects are agreed and
priced on a case-by case basis and you can easily obtain the API description
and documentation from your F-Secure contact.

We’ll only charge you for what you actually use., instead of a fixed monthly
charge based on the pre-defined license size. Not only will you avoid wasting money on unused services, but you’ll also get open access to everything
needed by your customer.

MARKETING AND CO-BRANDING
F-Secure’s reputation as a global leader in cyber security will help you generate leads and attract potential customers. You will feature as a Managed
Service Provider in our partner locator and can adorn your services with the
“Powered by F-Secure” logo. We can also provide valuable insight into market
data, customers, and threat landscape trends. In short, you’ll get everything
you need to support your service with carefully coordinated and co-branded
multichannel marketing campaigns.

CONSOLIDATED INVOICING
Back in the old days, the more customers you had, the more paperwork you’d
have to deal with at the end of the month. We’ll reduce your admin workload
with a straightforward monthly invoice that covers all the services you use.
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TECHNICAL SERVICE MANAGER
A technical service manager (TSM) is your own personal F-Secure contact
who will help you get the most out of your partnership with us. They have all
the knowledge on which self-service tools meet your needs, will help solve
any issues you are unclear about and pass on your concerns to F-Secure’s
product management unit.

ELEVATE TO F-SECURE
Every once in a while, you may run into a situation where the very best
cyber security expertise is needed to handle a major incident. “Elevate to
F-secure” is a unique service which deploys our elite cyber security experts
to provide professional incident analysis and avoid potential disaster. Our
threat analysts will pick up your request within a 2-hour target SLA and start
collecting additional evidence to validate the threat and help you determine
a response.

TECHNICAL SUPPORT
When self-help tools and resources aren’t enough, contact F-Secure Customer Support. Our technical specialists are standing by to help you solve
your issue so you can get back to business. With unlimited access, MSP partners can open as many cases as needed.

On request we can go one step further and conduct a full threat investigation. This is a comprehensive report of the detected attack with actionable
incident response guidance, which can also be presented to the relevant
authorities in the event of a criminal investigation.

SERVICE CREATION AND ENABLEMENT
We understand that service design is an intricate process. F-Secure will help
you create a service concept that is carefully calibrated to meet your specific
needs. We will simulate your business transformation journey, checking everything is in order and that the expected short- and long-term results are
precisely what you are after.

COMPETENCE DEVELOPMENT TRAININGS
Learn from the best to become the best. Our partner competence development program is designed by expert instructors and provides specialized
career paths which can turn your employees into cyber security experts. You
will gain access to online training at our Partner Academy, as well as source
materials which you can then rebrand and use either within your own organization or to support your customers.
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PRICING AND BUSINESS MODELS
PAY FOR WHAT YOU USE – AND NOTHING MORE
We have two options for pricing. The Usage-Based Security model sees your bill linked directly to
the actual level of use, which is obtained through telemetry data collection. You only pay for your
total client base’s actual usage of F-Secure Elements products. In short, you and your customers will
have all the flexibility you need when it comes to how many products you need in use at any given
time. Usage-Based Security is available for our cloud-native products as part of F-Secure Elements.
MONTHLY (SAAS) SUBSCRIPTION
Alternatively, you can use our simple pricing structure which is a standard subscription model where
you pay a fixed monthly amount.
MONTHLY CONSOLIDATED INVOICING
An advantage of the usage-based model, is that you receive a monthly invoice which consolidates
all your services and customers into one convenient payment. You can also view a more detailed
report that breaks down your usage by accessing our Partner Portal.

Suitable models for MSP partners:

ANNUAL(YEARLY)
LICENSE
• Fixed license size
• Fixed/agreed term with
expiration date

MONTHLY (SAAS)
SUBSCRIPTION
• Fixed license size
• Open-ended contract
/Auto-renewal / Continuous / No expiration
date / Membership

USAGE-BASED SECURITY
•
•

Based on actual usage
Open-ended contract
/Auto-renewal / Continuous / No expiration
date / Membership

Provides additional benefits:
•
Pay for what you use
•
Simple pricing
•
Monthly consolidated invoicing
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SERVICE CREATION SUPPORT
New to Cyber Security Services? Get support with service creation
Managed security services are becoming the primary choice in today’s business
world. That said, pivoting to a more service-oriented model can feel daunting. That’s
why F-Secure is here to help. We ensure you are fully up to speed with everything
you and your customers may need, and this includes offering step-by-step assistance in getting your service up and running.
Available support includes:
• Service creation
• Supporting tools / documentation
• Service description template – white label service description can be used by
MSPs when creating their own service description
• Service requirements – items that are needed when offering managed services
• Business case calculation tool
• Market analysis (per request basis)
• Runbook to support operational mode
• Technical consultancy to set up/evaluate the service
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ELEVATE TO F-SECURE
No matter how well trained you are, there may be times when a threat leaves
you helpless. But don’t worry - we have your back in the worst-case scenario. If a situation escalates to the point where you can no longer control it,
you can simply submit an Elevate Request and the situation will be handed
directly over to one of our in-house experts who are fully committed and
equipped to tackle the most sophisticated threats.

F-Secure’s experts respond 24/7 to the Elevate to F-Secure requests by analyzing the threat and providing actionable advice on attack containment and remediation.

!
1. DETECTED ANOMALY
A potential targeted attack
is detected but there are
limited skills to confirm it.
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2. ELEVATE TO F-SECURE
Request assistance from
F-Secure’s experts in
handling challenging
situations

3. RESOLVED WITH
EXPERT’S GUIDANCE
Actionable response
guidance from cyber
security experts enables
fast response.

When you submit an Elevate Request, you can choose from the
following two service options:

1. THREAT VALIDATION

2. THREAT INVESTIGATION

We provide additional information about a Broad Context
Detection™ discovered during
the previous 7 days. This
includes an expert-written
summary and description of
the detection, along with any
other relevant data to help
you determine whether it
requires response actions.

We conduct a highly detailed
investigation into a specific
Broad Context Detection™,
leveraging all recent and historical data. This option also
includes actionable incident
response guidance from our
cyber security experts, along
with a comprehensive report
fo the detected attack type.

TECHNICAL SERVICE MANAGER
Get an insider’s knowledge of F-Secure solutions, your own advocate inside F-Secure, and a point of contact to escalate difficult issues. The
Technical Service Manager (TSM) is your named F-Secure contact. They will arm you with the knowledge you need to ensure the best usage of
F-Secure solutions. Your TSM will help you find the best self-service tools, ensure sufficient technical and knowledge enablement, and keep you
up to date on important F-Secure news. As your advocate, your TSM will convey your needs and concerns to F-Secure product management
and other functions. If you encounter an issue and you’re not sure how to take it forward, escalate it to your TSM, who will ensure it gets handled.

Supporting Services

Platinum

Gold

Silver

Proactive Updates

Product News, Major Incidents

Personal & Mass email
delivery

Mass email delivery

Mass email delivery

Meetings

Online; on-site e.g for projects

Regular
frequency at partner’s
discretion

Quarterly
on request

Yearly
on request

Consulting by TSM

Technical questions that can
be answered on the spot, or
after short investigation by
phone or email

Included

Included

Included

Product Primer / walkthrough
of the initial steps, with first
clients installed(not entire
rollout! => Project)

Included

Included

Separately priced

F-Secure Roll-out
service
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MARKETING BENEFITS
JOINING UP WITH THE GLOBAL PARTNER PROGRAM
Being a member of F-Secure’s global partner program gives you access to an
extensive library of resources and tools that can drive awareness and create
demand. We can assist you in producing materials such as case studies or
joint press releases to highlight customer successes. What’s more, we can
share the cost of partner-driven marketing activities and give access to marketing funds depending on your partner tier.

ACCESS TO CO-BRANDED MARKETING CAMPAIGNS
Want to spread the word about your security offering but don’t have the
bandwidth? We provide market data and valuable insights on market and
threat landscape trends. We can help by providing customer insights, readymade marketing assets, face-to-face marketing planning support and ideas
for multi-channel campaigns that will boost lead generation and ensure potential customers know exactly what to expect with you—and F-Secure—as
a partner.

F-SECURE MANAGED SERVICE PARTNER BRANDING
At F-Secure, we’ve worked hard over the past four decades to build a reputation as a global leader in service-based cyber security. By letting customers
know you are a trusted MSP partner, you can let them know that they will be
receiving industry-leading quality in terms of both service and security on
a daily basis.

•

•
•

Use of F-Secure Managed Service Provider logo & certificate
Listing in Partner Locator as a Managed Service Provider Partner

Marketing as a service for Platinum and Gold tier partners (including
co-branding assets and access to whitepapers and other content)

USING THE “POWERED BY F-SECURE” LOGO
Some of the biggest players in their respective industries are powered by
F-Secure. A simple signifier of quality assurance that will help customers
make the association at a glance and help get them on board. As a partner
you are free to use it in your service descriptions.

SERVICE MARKETING DEVELOPMENT FUND
Service Provider partners can receive Marketing Development Funds for
Service Business Marketing, as agreed in the Joint Business Plan.
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TRAINING/
COMPETENCE
DEVELOPMENT
We believe that the better we and our partners understand the threat landscape, the more we can help each other. Our world-class security professionals share information on the latest developments and explain the consequences. Our sales and marketing teams share their own expertise with
our partners in a similar manner, while our product training services enable
partners to put this newly-acquired knowledge into practice – as well as
getting the certifications required at partner level.
Our training is provided in two ways: either through online courses and career paths in the F-Secure Academy (always free) or through expert training
that delves deeper into specific subject matter. This option is carried out
onsite for a smaller audience, either at an F-Secure location or the partner’s
premises. (Ask your F-Secure contact about pricing.)
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F-SECURE ACADEMY
BASIC & ADVANCED TRAINING SELF-STUDY
(ONLINE)
Target tier levels: All
F-Secure Academy is F-Secure’s free online training platform. Access to F-Secure Academy is free for all our partners, and all content we share in the Academy, whether
on our product certifications or on the world of cyber
security, is also free. Our partners can access F-Secure
Academy via our Partner Portal.

Available career paths are either entry-level or advanced.
It’s up to you to decide which level you want to start at and
which path you wish to follow; you can also select multiple
career paths and switch from one to another at any time.
Career paths include F-Secure product certification training courses and you will gain an extra certification upon
completion. Thus, at the end of a career path, you will have
two to five certifications.

Our basic and advanced level product certification
courses are suitable for all audiences. Partner certification courses focus on F-Secure’s full portfolio of services
and solutions, as well as the overall competitive landscape. Sales training courses provide knowledge specific to product lines, teaching your personnel how to
successfully sell each F-Secure product, while technical
courses teach how to administer and perform L1 and L2
support for each product. Successful completion of each
training course results in a certification which is valid for
two years.

ADVANCED TRAINING WITH INSTRUCTOR (ONSITE)
Target tier levels: All
An advanced instructor-led dive into F-Secure products,
aimed at technical and sales audiences. F-Secure’s paid
onsite and classroom training courses offer a hands-on
experience for partners, complete with workshops and
exercises. Our advanced technical training offers certification-level knowledge on how to administer and perform L2
(advanced) compatible support for each product. Training
sessions can be held at an F-Secure location or at the partner’s venue. Successful completion of each training results
in a certification which is valid for two years.

CAREER PATHS
Career paths are an exciting new addition to the F-Secure
academy, combining product certification courses with
informative, job-specific online classes. Whether you are a
marketing specialist in cyber security, an endpoint administrator, or a service designer responsible for your company’s cyber security offering, following your designated
career path will ensure you get the information you need.

EXPERT TRAINING WITH INSTRUCTOR (ONSITE)
Target tier levels: All
Crank up your skills and knowledge to become a bona
fide expert. F-Secure’s instructor-led expert level training courses dive deep into security topics that highlight
the capabilities of F-Secure’s high-end product portfolio.
These training courses cover topics such as security architecture; forensics and incident response; security assess-
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ments; phishing; behavioral sciences; the current threat
landscapes; and other important topics. These courses
take place onsite or in classrooms and involve cooperation
with F-Secure solution teams, experts, and F-Secure Labs.
Successful completion of each training results in a certification which is valid for two years.
ACCESS TO TRAINING SOURCE MATERIALS
Target tier levels: Platinum, Gold
As a Gold or Platinum tier partner or an MSP partner, you
will receive access to F-Secure’s training source materials
to help you train your customers and personnel so that
they get the best out of F-Secure’s products. You can rebrand, edit, and repurpose the materials to fit your needs.
Simply reach out for a link to all the materials you needed
from b2b-training@f-secure.com
SUBJECT MATTER SPECIALIST TRAINING (ONLINE)
Target tier levels: Platinum
Deepen your employees’ security knowledge with our
online subject matter specialist training courses. These
expert-level training courses are free of charge and led
by F-Secure security experts. They are free of charge and
available either as webinar training events or via the F-Secure Academy Learning Portal.

PROVEN MSP BUSINESS
When you show interest in joining the MSP Program, we will discuss your Managed Service business strategy,
plans and resources in order to design the right partnership model for your company.
How to enter the program:
Criteria:
• Partner agreement Appendix
• Existing Managed Service Business
• Managed Service Provider Business Plan
• Recurring Revenue Volume
• Assigned Service Owner
• Designated Training
• 1st Line Technical Support

Existing partner with GPP Silver, Gold or Platinum status
Optionally a new Partner with capacity to fulfill program requirements

Partner request to enter the Program

EFS Sales evaluate partners Managed Service business and invites them to Program

Partner is invited to Program and tagged to receive benefits
Relevant FS contacts and stakeholders are informed (TSM, Marketing etc.)

Partner and FS Sales complete business plan together

Execution

www.f-secure.com
Partner Portal login

