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C:\ > whoami /all

Masande Mtintsilana Senior Security Consultant
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GOAL®F THIS SERIES

A Help improve understanding of attacks, so weetart andpreventthem

A Demonstrate attack detection fundamentals and undenstarghterprise products
work under the hood
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A Analyseset of known TTPs used by real threat actors

A Emulatethem in a controlled lab environment

A Observethe traces that they leave



LABS

HOW?

A Simplelab setup

A Opensourceoffensive and defensive tools

|

A Lab scriptgrovided
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SERI VERVI EW You are here!

07/04/2021 14/04/2021 21/04/2021 28/04/2021
16:00-17:00 BST 16:00-17:00 BST 16:00-17:00 BST 16:00-17:00 BST
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WORKSHOP #4ZURE

A Practical Walkthrough of an endo-end
attackin an Azurenvironment

A Highlight the differenbg sourcesandlog
events provided by Azure

A Discus®etection Opportunitiesand
Challengesthat are relevant to the cloud in
general.
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AGENDA

2>

Initial Internal Defense Lateral
Access Recon Evasion Movement

Consent Phishing Hunting for Abusing Abusing
Credentials Legitimate Legitimate
Features f eat agaire s &
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LAB SETUP

_Subscription______________________
,/ \\\
| Azure VM :
: A (targetvm) |
I . ]
] Logic Apps \ 0gs ..
: [‘] {l l} (resourcetracke) | -
! Resource : |
| Group - Azure VM I \|7\(l)g If\nalytms
. A (attackvm) /,’ orkspace

Azure AD



TELEMETRSOURCES

&

Azure Active
Directory Logs

A Signin Activity
A Audit Activity

Activity Logs
(Control Plang

A Subscriptionevel
events

Resource Logs
(Data Plane)

A Windows Event Logs
A Storage Analytics logs

LABS

Network Logs

A NSG Flow Logs
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Lab 10 Gaining a foothold with Consent Phishing

Lab 20 Hunting for Credentials

Lab 30 Lateral Movement and Defense Evasion
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INITIAL ACCESS
CONSENT PHISHINC
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AZURE AD

A Azure Active Directory (Azure AD)
| s Mi cr o-lsasetl idemtdy acdl o u d
access management service.

AProvi des SSO for ' 0S
services (Azure Cloud, O385) e Dﬁfi?&i

A Stores useful information about users: e |
ANane
ADepartment
AEmaihddress

Workplace §

Blackboard
learn



AZURE A2

A App Registration Atemplate that
describes yowpplication:

AName

APermissions needed Instance of
ACredentia ‘ 1
HER

Azure Active Directory
Tenant #1

A Enterprise Application/Service 11
Principald An instance of your Bl <
appllcatlor.l N A.zure AD. Created App Registration TR g Ny o
during registration (Application) (Service Principal)

T—Reference toA

Portal Terminology

Screenshot source: https://www.seb8iaan.cordifferencebetween .
azureaehppregistrationsand-enterpriseapplicationsexplained/ ( PowerShell Terminol ogy)



AZURE ADIUL T TENAN AFH

Org X

OorgyY

Azure Active Directory
Tenant #1

7

Azure Active Directory
Tenant #2

N

I|7Instam:e of

|
I-------------
App Registration Enterprise Application
(Application) (Service Principal)

T—F{efE-n@m:e to |

Enterprise Application
(Service Principal)

Screenshot source: https://www.seb8iaan.cordifferencebetween
azureaehppregistrationsand-enterpriseapplicationsexplained/

Portal Terminology
(PowerShell Terminology)
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AZURE ABONSENT FRAMEWORK

|E \Microsoft

il

A Provides a frontend to tBensent Grant
Flow Permissions requested

A User is provided with:
AApplicatiomame
AOrganisatiomarre
APermission requested

A In the background, third party SPN is
registered in your Azure AD tenant
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ENTERPRIAEBPLICATIONS

ss: Enterprise applications | All applications
W e Pew - Azure Active Dir

Columns

Manage
g2 Allapp

Application Homepage URL

ettings

B Coll

Security

% Conditional &
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CONSENFHISHING

Email Preview - Office 365: Change Your Password Immediately (Link) (Spoofs Domain) @@ f\] “
NICroso

From: IT <IT@

Reply-to: IT <IT(@ -
A . re - amtmatl ~2Arn

Subject: Chan 365 Password Immediately '\ ColNOUTIall.CO [

Permissions requested

0365 Access

] Office 365

Dear user,

Your IT administrator has recently enacted a security policy within our system which
changes security requirements for passwords. All users are required to change their
Office 365 password immediately.

Please click here to log into Office 365 to change your p.

You must complete the password change within 24 hours.

Sincerely,

The Office 365 Team

This message was sent from an unmonitored email address. Please do

not reply to this rr ge. MicrOSOft

https://blog.knowbe4.com/watcbut-for-oauth-phishingattacksandhowyou-canstaysafe

https://blog.knowbe4.com/headsp-newransomwarstrainencryptscloudemaireattime-video



https://blog.knowbe4.com/watch-out-for-oauth-phishing-attacks-and-how-you-can-stay-safe
https://blog.knowbe4.com/heads-up-new-ransomware-strain-encrypts-cloud-email-real-time-video
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O365ATTACK TOOLKIT

A t o o | dllaws operdioastto perform
OAut h phishing att

Attacker Infrastructure

Exposed Server

A P r O V I d e S 6 e X t e r n @ HTTPS Redirector
for users who have been successfully
phished

A Providedanagement interface to easil Q@ o | (@) veragement meriace
perform data exfil.

Microsoft Graph API

https://github.com/mdsecactivebreach/o3&ftacktoolkit



https://github.com/mdsecactivebreach/o365-attack-toolkit
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DEMO 1: CONSENT PHISHING

https://www.youtube.com/watch?v=fWIyYLcozvo
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PREVENTINGONSENTHISHING

Home PewPew Enterprise applications

£53 Consent and permissions | User consent settings

Manage
When a user grants consent to an application, the user can =ign in and the application may be granted access to the organization's data

883 User consent SE'ttI’ICJS Learn more about consent and permissions

B Permission classificati User cansent for applications
% Configure whether users are allowed to consent for applications to access your organization's data. Learn maore
(O) Do not allow user consent
An administrator will be required for all apps.
Allow user consent for apps from verified publishers, far selected permissions (Recommended)
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization.

‘@) Allow user consent for apps
All users can consent for any app to access the organization's data.




AZURE ADOGS

Signin Log

Date L Original Req...

10/15/2019, 4:00:... 3b849c9a-1671-...
10/15/2019, 3:55:... ebcaecd4-c7cf-4...

10/15/2019, 3:55:... b2bb6adfa-a726-...

Audit Logs

SERVICE

User

Timothy Perkins
Timothy Perkins

Timothy Perkins

CATEGORY
Policy
Policy
Policy

Policy

Application Status

Azure Portal Success
Kusto Web Expl... Success

Kusto Web Expl... Success

ACTIVITY

Set MFA registration policy

STATUS

IP address

167.220.2.8

131.107.147.47

131.107.147.47

Location

Redmond, Wash...
Redmond, Wash...

Redmond, Wash...

TARGET(S)

MFA Registration

LABS

Conditional a...
Not Applied
Not Applied

Not Applied

INITIATED BY [ACTOR)
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DEMO 2: CONSENT PHISHING LOG

https://www.youtube.com/watch?v=5MselR55|Yg



CONSENT GRANY

Delegate Permission Grant Consent to application

Add SPN

0365 toolkit SPN
added to victim Tenant

Application assigned permissions to
access exchange, sharepoint, etc

Application has
been consented
J

Add App Role Assignment

User is assigned app role
defined by application

—
F-Secure. Q¥
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NATIVE DETECTION CAPABILITIES

Microsoft Cloud AVASI(S AVASI(S AVASI(S
App Security Sentinel Workbooks Alerts
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HUNTING
CREDENTIALS



COMMOMNDFFENDERS
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AZURIEUNCTION APPS

HttpTrigger1 | Code + Test

Get function URL

Developer
Code + Test

Integration

IAVANI (=
Functions
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AZURAUTOMATION RUNBOOKS

Azure Automation
Runbooks

I . I Save

@& Publish

P 8 CMDLETS

¥ 5 RUNBOOKS

b & ASSETS

NAME
client_id
client_secret
dataset_id
pushDataset_id

workspace_id

U Refresh

Edit PowerShell Runbook*
Hello-Warld

X Revert to publishe

TYPE
String
Unknown (encrypted)
String
String

String

= Test pane W Feedback
param
(
[Parameter(Mandatory=%false)]
[string] $Name = "World"

"Hello $MName!™

LAST MODIFIED
15/02/2019, 09:03
15/02/2019, 08:49
15/02/2019, 11:08
15/02/2019, 11:09

15/02/2019, 09:05



