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ÅHelp improve understanding of attacks, so we can detect and prevent them

ÅDemonstrate attack detection fundamentals and understand how enterprise products 

work under the hood

GOALS OF THIS SERIES



ÅAnalyseset of known TTPs used by real threat actors

ÅEmulatethem in a controlled lab environment

ÅObservethe traces that they leave

HOW?



ÅSimplelab setup

ÅOpen-sourceoffensive and defensive tools

ÅLab scripts provided

HOW?



SERIES OVERVIEW

WINDOWS

07/04/2021
16:00-17:00 BST

MACOS

14/04/2021
16:00-17:00 BST

AWS

21/04/2021
16:00-17:00 BST

AZURE

28/04/2021
16:00-17:00 BST

You are here!



WORKSHOP #4: AZURE
ÅPractical Walk-through of an end-to-end 

attack in an Azure environment

ÅHighlight the different log sources and log 

events  provided by Azure

ÅDiscuss Detection Opportunities and 

Challenges that are relevant to the cloud in 

general.



AGENDA

Consent Phishing

Initial 
Access

Hunting for 
Credentials

Internal 
Recon

Abusing 
Legitimate 
Features

Defense 
Evasion

Abusing 
Legitimate 
featureséagain

Lateral 
Movement



LAB SETUP

Log Analytics 
Workspace

Azure AD

Azure VM
(attack-vm)

Logic Apps
(resource-tracker)

Azure VM
(target-vm)

Logs

Logs

Subscription

Resource 
Group



TELEMETRY SOURCES

Azure Active 
Directory Logs

Å Sign-in Activity
Å Audit Activity

Activity Logs 
(Control Plane)

Å Subscription-level 
events

Resource Logs 
(Data Plane)

Å Windows Event Logs
Å Storage Analytics logs

Network Logs

Å NSG Flow Logs



Lab 3 ðLateral Movement and Defense Evasion

Lab 2 ðHunting for Credentials

Lab 1 ðGaining a foothold with Consent Phishing

LABS



INITIAL ACCESS 
WITH

CONSENT PHISHING



AZURE AD

ÁAzure Active Directory (Azure AD)

is Microsoftõs cloud-based identity and 

access management service. 

ÁProvides SSO for many of Microsoftõs 

services (Azure Cloud, O365, etc)

ÁStores useful information about users:

ÁName

ÁDepartment

ÁEmailaddress



AZURE AD SINGLE-TENANT APP
ÁApp Registration- A template that 

describes your application:

ÁName

ÁPermissions needed

ÁCredentials

ÁEnterprise Application/Service 

Principal ðAn instance of your 

application in Azure AD. Created 

during registration

Screenshot source: https://www.seb8iaan.com/the-difference-between-
azuread-app-registrations-and-enterprise-applications-explained/



AZURE AD MULTI-TENANT APP

Screenshot source: https://www.seb8iaan.com/the-difference-between-
azuread-app-registrations-and-enterprise-applications-explained/

Org X Org Y



ÁProvides a frontend to the Consent Grant 

Flow

ÁUser is provided with:

ÁApplication name

ÁOrganisationname

ÁPermission requested

ÁIn the background, third party SPN is 

registered in your Azure AD tenant

AZURE AD CONSENT FRAMEWORK



ENTERPRISEAPPLICATIONS



https://blog.knowbe4.com/watch-out-for-oauth-phishing-attacks-and-how-you-can-stay-safe

https://blog.knowbe4.com/heads-up-new-ransomware-strain-encrypts-cloud-email-real-time-video

CONSENT PHISHING

https://blog.knowbe4.com/watch-out-for-oauth-phishing-attacks-and-how-you-can-stay-safe
https://blog.knowbe4.com/heads-up-new-ransomware-strain-encrypts-cloud-email-real-time-video


A toolkit that òallows operators to perform 

OAuth phishing attacks.ó

ÁProvides  òexternal server òthat monitor 

for users who have been successfully 

phished

ÁProvidesManagement interface to easily 

perform data exfil.

O365 ATTACK TOOLKIT

https://github.com/mdsecactivebreach/o365-attack-toolkit

https://github.com/mdsecactivebreach/o365-attack-toolkit


LAB: 
CONSENT PHISHING



https://www.youtube.com/watch?v=fWlyYLcozvo

DEMO 1: CONSENT PHISHING



PREVENTING CONSENT PHISHING

3

1

2



AZURE AD LOGS

Sign-in Logs 

Audit Logs



DEMO 2: CONSENT PHISHING LOGS

https://www.youtube.com/watch?v=5MseIR55jYg



CONSENT GRANTLOG EVENTS

Add SPN
O365 toolkit SPN 
added to victim Tenant

Consent to application
Application has 
been consented  
J

Add App Role Assignment
User is assigned app role 
defined by application

Delegate Permission Grant
Application assigned permissions to 
access exchange, sharepoint,  etc



NATIVE DETECTION CAPABILITIES

Microsoft Cloud 
App Security

Azure
Sentinel

Azure 
Workbooks

Azure
Alerts



HUNTING 
FOR

CREDENTIALS



COMMON OFFENDERS

Azure 

Functions

Azure Automation 

Runbooks

Azure 

Logic Apps



AZURE FUNCTION APPS

Azure 

Functions



AZURE AUTOMATION RUNBOOKS

Azure Automation 

Runbooks


