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PLANNING FOR A RESILIENT DIGITAL FUTURE
The post-pandemic return to the office has dominated
the public discussion around the future of work.
Everyone, from international bank directors and CEOs to
Linkedin influencers and market analysts, has had their
say on how, when and if this great return should take
place.

This concept of cyber resilience has long been accepted
within the security community but has been slowly
gaining wider recognition, accelerated by the pandemic.
The Ponemon Institute’s survey of more than 3,400
IT professionals found that organizations reporting a
high level of cyber resilience increased from 35% to 53%
between 2015 and 2020.

Much of the media coverage and research so far has
focused on the gap between employer attitudes and
employee expectations. According to a Gartner survey
75% of knowledge workers say their expectations for
remote work have increased and 39% of employees plan
to leave their current jobs if forced to return to a fully onsite model.

Part of this recognition is due to the unfortunate fact
that attackers responded to the pandemic faster than
most organizations could. Cisco discovered that 61% of
respondents to their survey experienced a 25% increase
in cyber threats since the start of the pandemic, with
small businesses being hit the hardest.

Regardless of what the new setup looks like (and it seems
certain that some kind of hybrid model will be the next, if
not the final, stage in the evolution of work), the current
juncture gives businesses an opportunity to re-center
their digital strategy around the concept of resilience.

The result is that cyber security now takes more
responsibility than ever for ensuring that the future of
work is successful. 85% of organizations now see cyber
security as extremely important or more important than
it was before the pandemic, and CISOs and IT leaders
need to ensure that their organizations are prepared
to react and recover from disruptions without a serious
effect on business continuity.

We define cyber resilience as the ability of an
organization to protect against a range of serious threats
to its IT infrastructure, but also to detect and respond to
breaches when they happen so that normal operations
can be quickly resumed.

In this issue we will look at how CISOs are coping with
this transition and the security outcomes they will be
prioritizing heading into 2022.
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ERKA KOIVUNEN Q&A
Erka Koivunen is F-Secure’s own CISO and has been leading internal security at F-Secure for five years now.
Here he shares his thoughts on how CISOs should conceptualize and respond to the challenges presented by
the new working environment.

Q: Erka, how has the way you operate and
evaluate security risk changed since the
dawn of remote work?

Q: With this in mind, what kind of security
outcomes should CISOs be targeting in
2021?

EK: When everybody in the world was forced into remote
work the biggest change was for those organizations that
had not embraced a zero-trust philosophy in network
and IT infrastructure. For these organizations, none of the
security controls they had in place worked any longer and
the chances are they didn’t have time to ramp up to the
proper system required, so there was a huge exposure and
at the same time a great need to create a makeshift remote
access system for the workforce.

EK: Visibility and context awareness are essential for a
zero-trust approach to function. You need a way for estate
owners to validate whether the endpoint that is being
used to access corporate resources and user behavior is in
compliance with security objectives.
In the context of remote work, at the beginning people
were connecting from various locations, maybe their
home network, their neighbor’s Wi-Fi, or a hotel they
were stranded at on the other side of the world. Previously
CISOs could have a reasonable expectation of a secure
network connection but this disappeared. In this scenario
the approach of focusing on endpoint protection through
a combination of EDR + EPP makes sense because you can
get some depth and nuance into anomaly reporting.

That forced everybody to immediately start accepting new
kinds of risk. One of the first decisions CISOs had to make
for example was what type if any type of supervision to
implement. In the old paradigm the office layout meant
that superiors had some oversight of what their employees
were doing and where they were, which served as a basic
security control. In the remote environment people could
disappear for days without anyone noticing. Either they
needed to accept that risk or think of a way to compensate.

If someone using staff credentials or using processing power
and connectivity from your work system starts behaving
oddly, EDR can say with a high degree of confidence whether
it’s the user or it’s someone impersonating them.

Q: How should CISOs respond to these
new risks?

This allows security teams to target a secondary outcome
as well, and that’s cultivating a human-centric approach.
If you think of the traditional security manager who is
stereotypically hostile to people because they’re always
looking for moles and fraudsters and will gather evidence to
support this somewhat paranoid world view, EDR enables a
different approach.

EK: Well, establishing a zero-trust approach is a very useful
first step.
It means setting up a system which relies on a number of
factors to establish trust. A proper setup ties together the
device, client application, user identity, session, service
and network. The system under the hood then constantly
checks all of these variables to ensure that the user is who
they say they are.

EDR helps to determine whether it was a process launched
by a known malware entity or attack pattern rather than a
human. If the EDR is making the determination that the user
is a victim and not a bad actor, then we can approach them
as an ally. You shouldn’t be treating everyone as a hostile
actor, it’s actually quite useful for the security officers to
remain on good terms with the staff.
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Q: Thanks Erka, increasing visibility and
cultivating a more human-friendly approach
are great aspirations for CISOs.

Because of this we had already experimented with making
all meetings in certain teams remote. This felt a bit artificial
initially, but it had the benefit of making sure no one had an
advantage in the meeting and it also meant we knew how
to plan network capacity and latency and service scalability
to let everyone be online at the same time, which had huge
benefits when the time came.

How does this apply to a working
environment that is largely dependent on
cloud-based applications, what additional
security measures do CISOs need to
consider for these applications?

So, the lesson from that is that you need to exercise and
experiment as an organization. When you are in exercise
mode you can try out things that don’t feel all that topical
right now and mostly they don’t need to manifest in real
change but it gives you alternate way to approach problems.

EK: Ideally you need an ability to orchestrate response
actions, so have a detection mechanism that seamlessly
monitors endpoints, cloud instances and application logic
to see if the adversary is operating on all these theatres.

Q: What kind of exercises should CISOs be
focusing on now?

Unfortunately, many security offerings are currently
very siloed. It means you have to manually check what is
happening in your Salesforce security solution and crossreference that with your Microsoft security solution and
EDR solution to get a full picture.

EK: It’s no secret that we’re currently training and preparing
for the event of our internal systems either completely or
partly falling under the control of an external and malicious
entity. You need to understand what it is you can do to
protect, compartmentalize, and isolate problems and what
is at your disposal to recover from the incident.

The ability to orchestrate on a single pane of glass is our
aspiration but ultimately you can’t monitor applications
until they are made monitorable. If there’s no API to
monitor and command it’s very difficult.

Anyone who’s been reading the news about ransomware
gangs knows that this is an economic manifestation of
the widespread problem that organizations are unable to
protect from, detect and respond to security issues. With
the tooling and visibility that EDR and MDR style managed
solutions can offer many of these issues can be addressed
and the risk of breach greatly mitigated.

Q: What else should organizations be doing
in concrete terms to prepare for what comes
next, whether that’s an extended period of
fully remote working or some kind of hybrid
model?
Even before we went fully remote, at F-Secure we had
recognized that as a global entity some parts of our
company needed to be able to perform their jobs
regardless of where they were physically, topologically (in
the network), and temporally.
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IMPROVING VISIBILITY
To achieve cyber resilience, security leaders first need to
know what they’re working with. Monitoring the activity
of remote connections is important to gain visibility
into malicious activity and to mitigate the security risks
of remote working. However, studies show that such
monitoring is sometimes easier said than done.

Detection and response technology gives them instant
visibility into their IT environment and security status from a
single pane of glass. It keeps their business and data safe by
detecting attacks fast and responding with expert guidance.
However, finding this expert guidance is easier said than
done. The skills gap in cyber security is well documented,
and COVID-19 has only exacerbated the situation. Having
more job openings than skilled candidates to fill them will
be one of the biggest challenges for companies as they
look to build their future of work strategies.

There should now be more emphasis on improving
network visibility, providing a remote workforce with secure
devices that are configured and monitored and providing
employees with education and security tools that are easy
to use, simple and integrated.

In a survey by Robert Half, almost a third (32%) of CIOs and
CTOs said IT employees with security skills have become
the hardest to find since the COVID-19 pandemic began.
And according to Gartner, demand for infosecurity roles has
surged in the UK and US since the start of the pandemic,
with the US seeing a 65% increase in demand.

For many organizations this will mean further investment
in their XDR capabilities. SWZD’s 2021 State of IT report
surveyed 1,000 technology buyers across Europe and North
America and found that endpoint protection was their
number one priority.
This is logical as most organizations’ most valuable data
lives on their endpoints. According to F-Secure’s latest
attack landscape research, with the shift to remote work,
the borders of an organization’s network – and therefore its
attack surface – are now exponentially larger.

Many companies will look to fill this skills gap through
providers of managed security services. 59% of SMBs
surveyed by ConnectWise believe that all or most of their
cyber security needs will be outsourced within five years,
and 49% of SMBs said that more cyber security expertise
is an added benefit of working with a managed service
provider.

Even more data is now physically held or accessible outside
an organization’s own borders. And teleworkers are also
more likely to be working from less secure devices and
networks, and have less access to IT security teams. So they
need an easy way to identify and prioritize endpoint risks
and respond fast when something happens.

This kind of cooperation will be essential for many
companies, who understand the importance of putting
cyber resilience at the center of their future of work
strategy, but do not have the resources to do it all internally.
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SMOOTH HYBRID-WORKING MODEL
Ensuring a smooth hybrid-working model is now an
essential part of a security team’s role. In practice this
means enabling secure collaboration, which for most
companies equates to working with SaaS cloud applications.

“Any collaboration tool you use
today, whether its Office 365, MS
Teams, Workday, Jira, Salesforce etc.
all of the data goes to the cloud
and as a company you need to be
aware of how the security of that
data is taken care of.”

“Any collaboration tool you use today, whether its Microsoft
365, Teams, Sharepoint, Salesforce etc. all of the data goes
to the cloud and as a company you need to be aware of
how the security of that data is taken care of,” says Juha
Högmander, director of product management at F-Secure.
Microsoft 365 is the most widely used remote collaboration
tool, which is why F-Secure has integrated a tool to enhance
its security into F-Secure Elements, its all-in-one security
platform. This approach of integrating cloud security
into a single platform with other solutions like EPP, EDR
and vulnerability management is the future, according to
Högmander “Going forward with Elements, we will have
visibility to a growing number of cloud applications and
services,” he says.

Juha Högmander, F-Secure

This improved protection clearly makes for a smoother
hybrid-working model for all employees, as it means they are
less likely to be disrupted by clicking a malicious email, but it
also improves efficiency specifically for the security team.

Example attack
Here’s a step-by-step example of how integrated email security improves a company’s security outcomes in
the case of an email attack.

Siloed email + EDR solutions

F-Secure Elements EDR + MS365

1. User receives malicious email, flagged by the siloed email
solution as potentially suspicious but likely no action taken and
no central log created

1. User receives malicious email, flagged as potentially
suspicious by integrated email protection and recorded
centrally in single pane of glass

2. Attacker executes command and control of computer,
flagged by siloed EDR and security team responds

2. Attacker executes command and control of computer,
flagged by integrated EDR and security team responds

3. No awareness of the connection to the original email unless
security team manually remember to check it

3. Cause is automatically highlighted in the single pane of glass
and email rules can be changed to block this type of email for
every employee

“XDR means that you collect data from different cloud sources and combine it to complete the overall picture and respond
accordingly,” says Högmander. Integrated email protection is just one example of how this works in practice with F-Secure
Elements solutions.
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SITUATIONAL AWARENESS
Visibility has been a key theme in this issue, and for good
reason. The first step towards stopping an attacker is
knowing that they’re there. However, the next step for
a security team going forward, will be developing the
situational awareness to understand what it is they’re seeing.

turn orange and then when purpose-built ransomware is
spreading they go red immediately.”
This allows organizations to have a much broader situational
awareness together than they could ever have alone.
“We collect all the vulnerability and suspicious event data
from the customer’s environment, including from devices
and cloud applications and combine it with our analysis of
user interaction with the IT system, and we know what risk
exists at this current moment. Then most importantly
the right risk can be prioritized and remediated ”
Högmander summarizes.

F-Secure’s Högmander describes it simply as “If you know the
nature of the attack, you know what kind of defense you need.”
However, developing this situational awareness is much
more complex. It requires knowledge of the broader global
situation and threat landscape so that the appropriate alert
level can be set.

This awareness, created by a solution like Elements, allows
appropriate response actions to be taken. It already provides
responses for all the advanced cases that EDR detects and is
evolving towards being able to coordinate responses across
all domains. The email attack illustrated in the table above is
one such example of a response action taken in a separate
domain from the detection (detection in EDR solution,
response in email solution).

For example, if there’s a ransomware attack in the UK and
it’s hitting a lot of companies within the industrials vertical,
other companies within that industry segment can be made
aware. However, they may not know the details of the attack
beyond what’s reported in the news or what actions they
need to take to protect themselves.
Högmander explains how F-Secure Elements attempts
to tackle this problem and help companies improve their
situational awareness. “When the situation with the threat
landscape changes, Elements will increase its security. If
an unprotected device was marked yellow before, it will

Along with increased visibility and a smooth transition to
the hybrid working model, developing strong situational
awareness will be an important step for companies that are
looking to improve their response capabilities and therefore
cyber resilience going into 2022 and beyond.
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ABOUT F-SECURE
Nobody has better visibility into real-life cyber attacks than
F-Secure. We’re closing the gap between detection and response,
utilizing the unmatched threat intelligence of hundreds of our
industry’s best technical consultants, millions of devices running
our award-winning software, and ceaseless innovations in
artificial intelligence. Top banks, airlines, and enterprises trust our
commitment to beating the world’s most potent threats.
Together with our network of the top channel partners and over
200 service providers, we’re on a mission to make sure everyone
has the enterprise-grade cyber security we all need. Founded in
1988, F-Secure is listed on the NASDAQ OMX Helsinki Ltd.
f-secure.com/business | twitter.com/fsecure | linkedin.com/f-secure

