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Your computer is now stoned 
(...again!)



Master Boot Record & Viruses
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Sean Connery nominated Best Actor in 
the movie “The Untouchables”

Michael Jackson’s album “Bad” sells 25 
million copies worldwide

Stoned virus discovered and it 
infects the Master Boot Record



Master Boot Record & Viruses
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Master Boot Record & Viruses
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MBR Rootkits – Brief history

19�%��	
���)����+	�

� �

$&�����
)�
 -����1������
� 7�	�	�
	���
�����)��
;�� �8����

	�����1=�>��=�?��� �
� :��)��������
��*'";*'������
������	����--	�	�
�-��� �<7�
� 7������&�	�	+�
	�����+��	�	��!	��8�!��	�����	��

� 6��.�

$&���*�*��
)�
���	�����
!	�����
� *	���������	����
����
	�����	������
	���-
	��7�'



Mebroot – Short introduction
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Mebroot variants and evolution

" �
 �	����	
��

B C���
	��
	�
��
�������A�
;1�+�
�

$

� �� �	�

B �����

�8�
�����+	��
+�����
�-��������

0�� �	�

B D��
!	��
�����+	�	�
��
���������� .(���

NOV 07 DEC 07 JAN 08 FEB 08 MAR 08 APR 08 MAY 08 JUN 08

�

$
B C���
	��3���+	.

��4��

��)��
���	�+	�����9	��
�

$

B (����

�8�
E�6*;�9	-	��	
������!	�����
���
��������������-�

!	����
)�


+�����
�-��������

!	�����

B 1	�����
����
����

	�!��F�	8����	�
�
	��
!�-	�
��	�8�
��
�!���

B 7��)	���
��
��
��
�	
�-�	F�	�
�
����
	��
���+����
�	
	�
���

���������� .(���
�

�

B ����-�@	�8�
�����+	��
	@�	�
����
!�������

B C�
	�
�+�����
��
��
�!�6 �*6/9�
�
���
��	��
��
�����+	��
	��
!



Mebroot distribution
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1st gen compromise: Simple IFRAME injection

2nd gen compromise: Obfuscated JAVASCRIPT injection
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Mebroot distribution

3rd gen compromise: Infection of other legitimate scripts
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Mebroot distribution and Neosploit
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MBR infection techniques
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MBR infection techniques
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Mebroot and its private system call interface
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Mebroot and its private communication channel
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Mebroot C&C – Finding the server
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Mebroot C&C – Communication
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