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Symbian Malware

Malware that is native on Symbian platform

« |s still quite primitive, but has some properties and
vectors that are not really used much on other
platforms

» Unlike in most other platforms, majority of Symbian
malware is not executable code

» Most of the currently known cases misuse features
of Symbian OS without needing any executable
code at all
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Cabir is spreading
in the wild

Cabir was found in June 2004 u“

First in-the-wild report from Philippines in August
2004
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Recent Cabir outbreaks
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Cabir Infection




Basics Of Symbian OS

File system that is based on drive letters and

directories

« C: FLASH RAM User data and user installed
applications

 D: TEMP RAM Temporary file storage for
applications

« E: MMC card Removable disk for pictures
and applications

«Z: OS ROM Flash drive that contains most

of the OS files
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Symbian Directory Architecture

All drives have System directory

* The directory is created automatically on a new
media when one is inserted

Most important directories
« System\Apps Applications that are visible to user
« System\Recogs Recognizer components

« System\install Data needed for uninstallation
of user installed applications

« System\libs System and third party libraries
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Symbian C: Drive
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C:\Systeml\install Directory
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Symbian Executables

Symbian executables use unique identifiers
« Each application has unique 32-bit UID
Symbian native executables come in three flavors
* Foo.APP GUI applications

« End user applications, accessible from applications
menu

« Each application must have own directory under
System\apps in some drive
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Symbian Executables

* Foo.EXE Command line applications and servers

« Cannot be accessed by normal user. EXE files are
either services or utilities used by GUI applications

* Foo.MDL Recognizer components

* Provide file association services for rest of the OS

 Start automatically at boot or from inserted memory
card

» Must be located on System\recogs directory
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Implementation Of User Services

All phone features are implemented using .APP GUI
applications

« Z:\System\Apps\Menu\Menu.app
 Phone main menu and application launching service

« Z:\System\Apps\Applnst\Appinst.app
Z:\System\Apps\AppMngr\AppMngr.app

» |nstallation and uninstallation services
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Implementation Of User Services

« Z:\System\Apps\MMM\Mmm.app

» Messaging application for sending and receiving
SMS,MMS,BT

« Z:\System\apps\phonebook\Phonebook.app
* Phonebook

If any of the user service applications is disabled,
user cannot use that feature anymore
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Symbian Z: Drive
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SIS Files And Installing Symbian
Applications

SIS files are the only currently known method for
normal user to import executable code to a device

« Any malware that wants to run on the device has
to get installed as a SIS file. Thus all known
malware uses SIS files

A SIS file is an archive file with header parameters
used by the system installer

* \When user opens a SIS file the installer is
automatically started and starts installing the file
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Content Removed

Some slides removed from this publicly distributed
version of this slideset

(There's nothing to gain here by distributing this info to virus writers)
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Uninstalling Installed Applications

When a SIS file is installed, the system creates
uninstall data

* The data is stored with identical name to original
SIS into Systeml\install of the drive where
application is installed

The uninstall data is used by the Application Manager

* When application manager is started it enumerates
Systeml\install of each drive and uses the data
provided for uninstall

F-SECURE’

17.10.2 20
a BE SURE. 0.2005




Content Removed
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version of this slideset
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File Parsing And Crashing Symbian

Symbian file parsing is quite poor and trusts own files
* It is quite easy to craft files that crash the phone

So far we have seen fatal parsing errors on following
file formats

« RSC String resource files
* GDR Font files
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Cabir now in Hongkoeng and Japan Fosted by Jarno @@ 12:30 GMT

It seems that as long as people are not using Anti-Yirus and are
curious, the Cabir phone worm just keeps spreading.

Mow we have received confirmed report from our Japan office of
Cahbir in Hongkaong and Japan; a Japanese wisitor in Haong Kong
picked up the infection to his phone in late February and returned
to Takyo with the infected handset. He noticed that something is ,
wrong because his battery life had reduced to 30 minutes per NOIKKIA
recharge. Howewer, it is likely that the infection has spread to at
least some handsets befare this.

If your phone receives any SIS file fram someone that you were
not expecting, please do not install it. Instead, send the file to
vaamples@ft-secure.cam. We are rather interested about just what
variants are on the move.

And for those who are curious, please use F-Secure Mobile Anti-
Wirus which detects Cabir and all ather known Symbian Wiruses,
worms and trajans.

o0 now we have 16 countries with Cahbir sightings:

1. Philippines
2. Sinoapore
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