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Dear Reviewer,

Thank you for taking the time to acquaint yourself with F-Secure Internet Security 2010, the complete
security solution which offers you the best protection for your online life. It keeps you clear of viruses and
other malware, blocks spam, and prevents cyber criminals from gaining access to your sensitive and
personal information.

F-Secure Internet Security 2010’s completely redesigned technology offers better performance, better
protection and a user experience that sets a new standard for safe PC use. The new browsing protection
feature tells you which websites are safe to enter and which you should avoid. Harmful sites are blocked
to ensure a safe web experience.

The program will handle any security problems without annoying you — you only get a notification to
confirm your continued safety. You are safe, no matter what you do online.

With this guide, we want to give you an insight to aspects of our solution that are good to know when
getting acquainted and testing F-Secure Internet Security 2010. If you have any further questions please
do not hesitate to contact us at reviewers@f-secure.com or

<details of the local marketing person or pr agency>
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Our goal is to offer the best security, which is easy to use and protects you from all the latest threats. To
achieve this, F-Secure Internet Security 2010 has gone through several significant changes that are
listed below in more detail.

New or improved features in include:

e Completely redesigned user interface
F-Secure Internet Security 2010 has a task-oriented user interface that is clear and easy-to-use.

e Better User Experience
Automated handling of typical removal actions, enhanced performance, a new user interface and
optimized default settings improve the user experience.

e Core security improvements
The core security technology has been re-designed for high malware, spyware, spam and phishing
detection rates, enhanced performance and protection against future threats.

¢ New browsing protection with unique Exploit Shield
Browsing protection consists of three layers that protect you from malicious sites, malware and
vulnerabilities: the URL blocking plug-in for site reputation evaluation and blocking; the unique
Exploit Shield that protects against web-based exploits; and DeepGuard, which protects against
“‘man-in-the-browser” attacks.

e Significant benefits from in-the-cloud technology
The F-Secure Real-time Protection Network is now utilized by DeepGuard, Browsing Protection,
Parental Control and Antispam. This enables improved detection, faster response to threats and
better performance.

e New Statistics
Reports offer a quick overview of the computer’s security history.

e Windows 7 support
F-Secure Internet Security 2010 supports and protects the new Windows 7 operating system.
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Feature comparison F-Secure Internet Security 2009 and 2010

F-SECURE INTERNET F-SECURE INTERNET

SECURITY 2009 SECURITY 2010

ANTIMALWARE

Antivirus Yes IMPROVED
Anti-Spyware Yes IMPROVED
Network based antivirus Yes IMPROVED
Rootkit detection Yes Yes
Automatic updates Yes Yes
Quarantine Yes Yes
MESSAGING

E-mail antivirus (pop, imap, smtp) Yes Yes
Antiphising Yes IMPROVED
Antispam Yes IMPROVED

NETWORKED LIFE

URL blocking, site reputation NEW
Exploit Shield NEW
Firewall Yes Yes
Parental control Yes IMPROVED
Antiphising Yes IMPROVED
Web traffic scanning Yes Yes
Intrusion prevention Yes Yes
Dial-up control Yes Yes
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Availability and pricing:

Suggested retail price €NN.NN

In stores and online from 03/09/2009 onwards

<eStore URL here>

<if space available include picture of correct (local) box.>

Product screenshots and box image available upon request.

Contact:
For more information about obtaining software for review purposes or general questions about F-Secure
and its products, please contact:

<details of the local marketing person>

or e-mail your question to:
reviewers@f-secure.com

F-Secure Press Room provides you illustrations, screenshots and other material.

w
L
F-Secure.’ ¢

F-Secure Corporation
PL 24

00181 Helsinki, Finland
Tel +358 (0)9 2520 0700
Fax +358 (0)9 2520 5001
http://www.f-secure.com/
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System Requirements

Product Name
Size of Installation Packet

Initial download during installation

System Requirements

Operating Systems

Supported languages

Recommended: Windows XP SP2 or newer

Processor
Memory

Disk space

Internet Connection

Recommended: Windows 7 and Vista

Processor
Memory

Disk space

Internet Connection

F-Secure Internet Security 2010
70MB

30 MB

Windows XP 32-bit: Home, Professional and Media Center editions.
Service Pack 2 or newer

Windows Vista 32-bit and 64-bit: Starter, Home Basic, Home Premium,
Business, Ultimate, Enterprise. All Service Packs.

Windows 7 32-bit and 64-bit: all versions

English, Czech, Danish, Dutch, Estonian, Finnish, French, French
(Canadian), German, Greek, Hungarian, Italian, Japanese, Norwegian,
Polish, Portuguese, Portuguese (Brazilian), Romanian, Russian,
Slovenian, Spanish, Spanish (Latin America), Swedish, Turkish,
Traditional Chinese Hong Kong, Traditional Chinese Taiwan and
Simplified Chinese.

Intel Pentium Il 1Gz or higher
512MB or more

800MB free HD space (500 MB for Anti-virus only)

An Internet connection is required in order to validate your subscription,
to receive updates and to utilize F-Secure Real-time Protection
Network.

Intel Pentium 4 2GHz or higher
1GB or more

800MB free HD space (500 MB for Anti-virus only)

An Internet connection is required in order to validate your subscription,
to receive updates and to utilize F-Secure Real-time Protection
Network.



Technical notes for testing the product

For general Internet security solution testing guidelines, F-Secure recommends reading the testing
guidelines published by the Anti-Malware Testing Standards Organization (http://www.amtso.orq).

F-Secure encourages testing the complete solution and starting with default settings as this reflects the
normal use scenario. Test scenarios that require special settings are also listed below.

Installation

» The product key is valid for a limited amount of simultaneous installations. You are requested to enter
the key code every time, if the number of installations is exceeded (e.g. in VMware, please contact
F-Secure for additional keys.

» Custom installation covers the following options: language, license agreement, key/trial, install with or
without the Parental Control feature, installation location and restart.

« If you are going to test Parental Control, you should select full installation.

» Databases and some protection components are downloaded from the Internet after a reboot.

* A reboot is required to finalize the installation.

Performance
Several developments and optimizations improve the performance of F-Secure Internet Security 2010,
including:

* Memory usage and processes
e Some modules such as user interface (fscuif.exe) are unloaded from memory when not in use.
e Several processes have been merged.
* Scanning speed
¢ Due to whitelisting of known items, the amount of scanned files shown in the user interface might
differ from the number of files in the folder that has been scanned.
¢ Due to whitelisting the scanning time of subsequent scans is shorter.
e To get optimal results from on-demand scanning test you should keep on-access scanning
enabled. If on-access scanning is deactivated the number of scanned items will be higher and
scan performance might be significantly slower.


http://www.amtso.org/

Network connectivity
Several protection technologies use server queries by default to implement or improve protection
capability and performance. You can check connectivity and some statistics by executing
%PROGRAMFILES%\F-Secure\ORSP Client\orspdiag.exe in the command prompt. Protection
technologies include:
* Anti-malware:
e Works without an active Internet connection, but will then not utilize server queries, which
improve accuracy and speed.
e The “Use advanced heuristics” option has been added to the user interface to enable the
utilization of advanced technologies used in on-access scanning.
* Browsing protection and Parental Control:
e Site reputation information is retrieved from the F-Secure backend.
* Antispam
e Information retrieved from the F-Secure backend
e The anti-spam feature is always optimized for currently active spam e-mails. This may affect
detection rates when out-of-date spam sample collections are used.

Note! Using an active Internet connection and real malware requires expert know how and should not be
attempted without careful planning to ensure that malware does not escape from the testing network.

Malware removal

F-Secure Internet Security 2010 includes new processes for malware handling.

» Automatic actions for items selected by default.

» Scanning after malware has been found has been improved.

* Items up to 10 MB that cannot be disinfected will be quarantined.

* Web traffic scanning (disabled by default) replaces the content of malicious item with NULL content
meaning that the downloaded file will have the same name and size but without the malicious content.
Even if web traffic scanning is deactivated, other technologies stop malicious files and activities.

Malware scanning related
The following settings can be used to test selected functionalities of F-Secure Internet Security 2010.
* Settings:
e Deactivation of real-time protection flushes some whitelisting.
e Deactivation of DeepGuard disables most of the heuristics and process protection.
e Disconnecting the computer from the Internet is the easiest way to disable the sending of
network queries to the F-Secure Real-Time Protection Network.
* On-demand scanning
e Activation of advanced heuristics in on-demand scanning causes slower scanning and more
false alarms. Results based on on-demand scanning ignore the benefits of several dynamic
protection layers that are active in on-access protection.



Logs
Log files and other testing information available:
e Virus and spyware history “View virus and spyware history”.
e After a manual scan, scan report is shown. The latest report can be found here:
%PROGRAMFILES%\F-Secure\Anti-Virus\FSAV_REP.HTM
e General log file %PROGRAMFILES%\F-Secure\Common\Lodfile.log.
DeepGuard “Open list of monitored programs”.
Firewall and intrusion prevention alert log “Show alert log”.
Firewall packet log can be generated.
Firewall application control log “Show action log”.
Dial-up control (disabled by default) “Show log”.
Quarantine information “Open quarantine” requires administrator privileges.
Removal log: %ALLUSERSPROFILE%\Application Data\F-
Secure\Logs\FSAV\Users\removal.log.
¢ Updates “view log file”.
o Alist of exploit shields can be found under browsing protection.

Further questions about the solution

F-Secure Internet Security 2010 has an extensive help section which describes its functionality. If
something is unclear or not covered in the documentation, please contact F-Secure through your contact
person or e-mail your questions to reviewers@f-secure.com.



reviewers_guide_pics/advanced_heuritiscs.png
reviewers_guide_pics/deepguard.png
reviewers_guide_pics/firewall.png
reviewers_guide_pics/firewall_logging.png
reviewers_guide_pics/firewall_logging.png
reviewers_guide_pics/dialup_control.png
reviewers_guide_pics/quarantine.png
reviewers_guide_pics/advanced_heuritiscs.png
reviewers_guide_pics/update_downloads.png
reviewers_guide_pics/exploit_shields.png
reviewers_guide_pics/browsing_protection.png
mailto:reviewers@f-secure.com

REVIEWER’S GUIDE F-SECURE INTERNET SECURITY 2010

APPENDIX C

Cloud technology and browsing protection

F-Secure solutions offer several protection layers against threats. This appendix provides a brief
introduction to the F-Secure approach to real-time protection and browsing protection.

Real-time protection

F-SECURE
REAL-TIME

PROTECTION
NETWORK

F-SECURE REAL-TIME PROTECTION NETWORK
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The anti-malware detection logic has been optimized for performance and works as as follows:

1. Signature-based detection will check the sample to see if ithas already been detected.

2. If the sample has not been detected, the product will check the local F-Secure Real-Time Protection
cache. The cache has a limited lifetime to ensure that new, unknown samples can be blocked.

3. A query to the F-Secure Real-Time Protection Network is sent. If the object is unknown, it is passed to
the local F-Secure DeepGuard behavior-based scanner.

After analysis, DeepGuard automatically either allows or blocks the program, or asks you whether to
allow or block the program, depending on the analysis done and the action settings: “If unclear, ask me”,
“ask always” and “handle automatically”. The “If unclear, ask me” setting is active by default as it requires
less user intervention but allows DeepGuard to make automatic decisions.

5. Your decision is requested if the item is unknown and the DeepGuard analysis result is between
thresholds for clean and malicious OR the item is determined as riskware. The action setting for
DeepGuard is then “If unclear, ask me”.

You can check connectivity and some detection-related statistics by executing %PROGRAMFILES%\F-
Secure\ORSP Client\orspdiag.exe in the command prompt.

Network connections to orsp.f-secure.com:80 should be allowed.

If you need test files to illustrate DeepGuard or advanced instructions and testing tools for scanning a
large amount of files with the same technology as provided by the product, please contact us.

F-Secure browsing protection
F-Secure browsing protection helps users evaluate the safety of web sites visited and prevents users

from unintentionally accessing harmful web sites. F-Secure browsing protection has several layers
protecting and helping users to avoid threats related to web browsing.
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Browsing protection contains a browser plug-in that shows safety ratings for web sites accessed or listed
on search engine results and in webmail content. Safety ratings are retrieved from the F-Secure Real-
Time Protection Network.

Exploit Shield is a component of F-Secure browsing protection that protects users from web-based
exploits, which are typically used in drive-by malware and spyware downloads. It stops malware at the
first point of infection.

The third layer in browsing protection is DeepGuard, which monitors browsers and blocks malicious
activities.

URL blocking plug-in

« Safety ratings: color-coded website safety ratings for websites.

« Safe searching: Safety ratings for links in search results and web-based emails.

* Active blocking: Actively blocks access to malicious websites.

* URL reporting: provides an easy way for users to submit unrated URLSs to F-Secure.

Exploit Shield

* Protects unpatched machines before vendor patches are available.

» One update per vulnerability stops *all* exploits targeting it.

+ Shields provide patch-equivalent protection.

» Generic proactive detection is very powerful against new exploits. For more information and to see
Exploit Shield in action, visit our YouTube video at http://www.youtube.com/watch?v=ne63vrC5-ul

DeepGuard in Browsing
» DeepGuard monitors browsers and helper objects and blocks any malicious activities.


http://www.youtube.com/watch?v=ne63vrC5-uI
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APPENDIX D

Services and additional information provided to customers

SERVICES

SERVICES
Support

Support channels
Cost

Knowledge space
Support languages

Sample submission

Beta programs

FREE TOOLS
F-Secure Health Check

Easy Clean

Online Scanner

Virus World Map

F-Secure Rescue CD

Free Expert Tools

OTHER PRODUCTS FOR HOME USERS

F-Secure Anti-Virus 2010

F-Secure Online Backup

F-Secure Safe (limited availability)

F-Secure Mobile Security

F-Secure Home Server Security

Copyright © 2009 F-Secure Corporation. All rights reserved.

http://www.f-secure.com/en_EMEA/support/

web form, email, phone
free of charge

http://www.f-secure.com/en_EMEA/support/knowledgebase/

http://www.f-secure.com/en_EMEA/support/home-office/contact-
support/support-numbers.htmi

http://www.f-secure.com/en_EMEA/security/security-lab/submit-samples/

http://www.f-secure.com/en_EMEA/downloads/beta-programs/

http://support.f-secure.com/enu/home/onlineservices/fshc/front.html

http://www.f-secure.com/en_EMEA/security/security-center/easy-clean/

http://www.f-secure.com/en_EMEA/security/security-lab/tools-and-
services/online-scanner/

http://www.f-secure.com/en_EMEA/security/worldmap/

http://www.f-secure.com/en_EMEA/security/security-lab/tools-and-
services/rescue-cd/index.html

http://www.f-secure.com/en_EMEA/security/security-lab/tools-and-
services/

http://www.f-secure.com/en_EMEA/products/home-
office/antivirus/index.html

http://www.f-secure.com/en_EMEA/products/home-office/online-backup/

http://www.f-secure.de/safe/

http://www.f-secure.com/en_EMEA/products/mobile/mobile-

security/index.html

http://www.f-secure.com/en_EMEA/products/home-office/home-server-

security/index.html
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