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Chapter

1

Introduction

Topics: Policy Manager can be used for:

. System requjrements ° defining Security policies,

«  Main components » distributing security policies,

. Features » installing application software to local and remote systems,

» monitoring the activities of all systems in the enterprise to ensure

*  Product registration
g compliance with corporate policies and centralized control.

*  Policy-based management
When the system has been set up, you can see status information from
the entire managed domain in one single location. In this way it is very
easy to make sure that the entire domain is protected, and to modify the
protection settings when necessary. You can also restrict the users from
making changes to the security settings, and be sure that the protection
is always up-to-date.
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System requirements

This section provides the system requirements for both Policy Manager Server and Policy Manager Console.

Policy Manager Server
In order to install Policy Manager Server, your system must meet the minimum requirements given here.

Operating system: Microsoft Windows:

* Microsoft Windows Server 2003 SP1 or higher
(32-bit); Standard, Enterprise, Web Edition or Small
Business Server editions

*  Windows Server 2003 SP1 or higher (64-bit);
Standard or Enterprise editions

*  Windows Server 2008 SP1 (32-bit); Standard,
Enterprise or Web Server editions

*  Windows Server 2008 SP1 (64-bit); Standard,
Enterprise, Web Server, Small Business Server or
Essential Business Server editions

*  Windows Server 2008 R2; Standard, Enterprise or
Web Server editions

Linux:

* Red Hat Enterprise Linux 4 and 5

* openSUSE Linux 11.2

» SUSE Linux Enterprise Server 9, 10 and 11
* SUSE Linux Enterprise Desktop 10 and 11
+ Debian GNU Linux Lenny 5.0

* Ubuntu 8.04 Hardy

Processor: P4 2 GHz processor or faster.

Managing more than 5000 hosts or using Web
Reporting requires P4 3 GHz level processor or faster.

Memory: 512 MB RAM, 1 GB RAM recommended.

Managing more than 5000 hosts or using Web
Reporting requires 1 GB RAM.

Disk space: 5 GB of free hard disk space; 8 GB or more is
recommended. The disk space requirements depend
on the size of the installation.

In addition to this it is recommended to allocate about
1 MB per host for alerts and policies. The actual disk
space consumption per host is hard to anticipate, since
it depends on how the policies are used and how many
installation packages are stored.

Network: 10 Mbit network.



F-Secure Policy Manager | Introduction | 9

Managing more than 5000 hosts requires a 100 Mbit
network.

Policy Manager Console
In order to install Policy Manager Console, your system must meet the minimum requirements given here.

Operating system: Microsoft Windows:

*  Windows XP Professional (SP2 or higher)

*  Windows Vista (32-bit or 64-bit) with or without
SP1; Business, Enterprise or Ultimate editions

»  Windows 7 (32-bit or 64-bit); Professional,
Enterprise or Ultimate editions

* Microsoft Windows Server 2003 SP1 or higher
(32-bit); Standard, Enterprise, Web Edition or Small
Business Server editions

*  Windows Server 2003 SP1 or higher (64-bit);
Standard or Enterprise editions

*  Windows Server 2008 SP1 (32-bit); Standard,
Enterprise or Web Server editions

*  Windows Server 2008 SP1 (64-bit); Standard,
Enterprise, Web Server, Small Business Server or
Essential Business Server editions

*  Windows Server 2008 R2; Standard, Enterprise or
Web Server editions

Linux:

* Red Hat Enterprise Linux 4 and 5

* openSUSE Linux 11.2

» SUSE Linux Enterprise Server 9, 10 and 11
* SUSE Linux Enterprise Desktop 10 and 11
+ Debian GNU Linux Lenny 5.0

+ Ubuntu 8.04 Hardy

Processor: P4 2 GHz processor or faster.

Managing more than 5000 hosts requires P4 3 GHz
processor or faster.

Memory: 512 MB of RAM.
Managing more than 5000 hosts requires 1 GB of
memory.

Disk space: 200 MB of free hard disk space.

Display: Minimum 16-bit display with resolution of 1024x768

(32-bit color display with 1280x1024 or higher
resolution recommended).

Network: 10 Mbit network.
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Managing more than 5000 hosts requires a 100 Mbit
network.
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Main components

The power of Policy Manager lies in the F-Secure management architecture, which provides high scalability
for a distributed, mobile workforce.

Policy Manager Policy Manager Console provides a centralized management console for the security of

Console the managed hosts in the network. It enables the administrator to organize the network
into logical units for sharing policies. These policies are defined in Policy Manager Console
and then distributed to the workstations through Policy Manager Server. Policy Manager
Console is a Java-based application that can be run on several different platforms. It can
be used to remotely install the Management Agent on other workstations without the
need for local login scripts, restarting, or any intervention by the end user.

Policy Manager Console includes two different user interfaces:

« Anti-virus mode user interface that is optimized for managing Client Security and
Anti-virus for Workstations.

» Advanced mode user interface that can be used for managing other F-Secure
products.

Policy Manager Policy Manager Server is the repository for policies and software packages distributed

Server by the administrator, as well as status information and alerts sent by the managed hosts.
Communication between Policy Manager Server and the managed hosts is accomplished
through the standard HTTP protocol, which ensures trouble-free performance on both

LAN and WAN.
Management Management Agent enforces the security policies set by the administrator on the managed
Agent hosts, and provides the end user with a user interface and other services. It handles all

management functions on the local workstations and provides a common interface for
all F-Secure applications, and operates within the policy-based management infrastructure.

Web Reporting Web Reporting is an enterprise-wide, web-based graphical reporting system included in
Policy Manager Server. With Web Reporting you can quickly create graphical reports
based on historical trend data, and identify computers that are unprotected or vulnerable
to virus outbreaks.

Update Server & Update Server & Agent are used for updating virus and spyware definitions on the

Agent managed hosts, and are included in Policy Manager Server. The Automatic Update Agent
allows users to receive virus definition database updates and data content without
interrupting their work to wait for files to download from the web. It downloads files
automatically in the background using bandwidth not being used by other Internet
applications. If Automatic Update Agent is always connected to the Internet, it will
automatically receive new virus definition updates within about two hours after they have
been published by F-Secure.
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Features

Some of the main features of Policy Manager are described here.

Software distribution

Configuration and policy
management

Event management

Performance management

Task management

Installation of F-Secure products on hosts from one central location, and
updating of executable files and data files, including virus definitions updates.

Updates can be provided in several ways:

* From an F-Secure CD.

+ From the F-Secure web site to the customer. These can be automatically
‘pushed’ by Automatic Update Agent, or voluntarily ‘pulled’ from the
F-Secure web site.

Policy Manager Console can be used to export pre-configured installation
packages, which can also be delivered using third-party software, such as
SMS and similar tools.

Centralized configuration of security policies. The policies are distributed
from Policy Manager Server by the administrator to the user’s workstation.
Integrity of the policies is ensured through the use of digital signatures.

Reporting to the Event Viewer (local and remote logs), e-mail, and report
files and creation of event statistics.

Statistics and performance data handling and reporting.

Management of virus scanning tasks and other operations.



F-Secure Policy Manager | Introduction | 13

Product registration

You have the option of providing F-Secure with information regarding the use of Policy Manager by registering
your product.

The following questions and answers provide some more information about registering your installation of
Policy Manager. You should also view the F-Secure license terms
(http://www.f-secure.com/en_EMEA/estore/license-terms/) and privacy policy
(http://www.f-secure.com/en_EMEA/privacy.html).

Why does F-Secure collect data?

In order to improve our service, we collect statistical information regarding the use of F-Secure products. To
help F-Secure provide better service and support, you can allow us to link this information to your contact
information. To allow this, please enter the customer number from your license certificate during the installation
of Policy Manager.

What information is sent?

We collect information that cannot be linked to the end user or the use of the computer. The collected
information includes F-Secure product versions, operating system versions, the number of managed hosts
and the number of disconnected hosts. The information is transferred in a secure and encrypted format.

What do | benefit from submitting information to F-Secure?

When you contact our support, we can provide a solution to your problem more quickly based on the information
collected. In addition, with this information we can further develop our product and services to match the
needs of our customers even better.

Where is the information stored and who can access it?

The data is stored in F-Secure's highly secured data center, and only F-Secure's assigned employees can
access the data.


http://www.f-secure.com/en_EMEA/estore/license-terms/
http://www.f-secure.com/en_EMEA/privacy.html
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Policy-based management

A security policy is a set of well-defined rules that regulate how sensitive information and other resources are
managed, protected, and distributed.

The management architecture of F-Secure software uses policies that are centrally configured by the
administrator for optimum control of security in a corporate environment. Policy-based management implements
many functions:

* Remotely controlling and monitoring the behavior of the products.

* Monitoring statistics provided by the products and the Management Agent.

* Remotely starting predefined operations.

» Transmission of alerts and notifications from the products to the system administrator.

The information flow between Policy Manager Console and the hosts is accomplished by transferring policy
files. There are three kinds of policy files:

» Default policy files (.dpf)
* Base policy files (. bpT)
» Incremental policy files (. i1pT)

The current settings of a product consist of all three policy file types:

Default policy The default policy file contains the default values (the factory settings) for a single

files product that are installed by the setup. Default policies are used only on the host. If
neither the base policy file nor the incremental policy file contains an entry for a variable,
then the value is taken from the default policy file. New product versions get new versions
of the default policy file.

Base policy files Base policy files contain the administrative settings and restrictions for all the variables
for all F-Secure products on a specific host (with domain level policies, a group of hosts
may share the same file). A base policy file is signed by Policy Manager Console,
protecting the file against changes while it is passing through the network and while it
is stored in the host’s file system. These files are sent from Policy Manager Console to
Policy Manager Server. The host periodically polls for new policies created by Policy
Manager Console.

Incremental Incremental policy files are used to store local changes to the base policy. Only changes

policy files that fall within the limits specified in the base policy are allowed. The incremental policy
files are then periodically sent to Policy Manager Console so that current settings and
statistics can be viewed by the administrator.

Management Information Base

The Management Information Base (MIB) is a hierarchical management data structure used in the Simple
Network Management Protocol (SNMP).

In Policy Manager, the MIB structure is used for defining the contents of the policy files. Each variable has
an Object Identifier (OID) and a value that can be accessed using the Policy API. In addition to basic SNMP
MIB definitions, the F-Secure MIB concept includes many extensions that are needed for complete policy-based
management.

The following categories are defined in a product’s MIB:

Settings Used to manage the workstation in the manner of an SNMP. The managed
products must operate within the limits specified here.

Statistics Delivers product statistics to Policy Manager Console.
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Operations Operations are handled with two policy variables: (1) a variable for transferring
the operation identifier to the host, and (2) a variable for informing Policy
Manager Console about the operations that were performed. The second
variable is transferred using normal statistics; it acknowledges all previous
operations at one time. A custom editor for editing operations is associated
with the subtree; the editor hides the two variables.

Private The management concept MIBs may also contain variables which the product
stores for its internal use between sessions. This way, the product does not
need to rely on external services such as Windows registry files.

Traps Traps are the messages (including alerts and events) that are sent to the
local console, log file, remote administration process, etc. The following types
of traps are sent by most F-Secure products:

() Info. Normal operating information from a host.
Warning. A warning from the host.

O Error. A recoverable error on the host.

Q Fatal error. An unrecoverable error on the host.

4 Security alert. A security hazard on the host.
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Installing the product

Topics:

Security issues

Installing Policy Manager in
high-security environments
Installation order

Installing Policy Manager Server

Changing the communication
directory path

Installing Policy Manager Console
Changing the web browser path
Uninstalling the product

Here you will find instructions for installing the main product components;
Policy Manager Server and Policy Manager Console.
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Security issues

Policy Manager Server utilizes Apache Web Server and Jetty Web Server technology, and even though we
do the utmost to deliver secure and up-to-date technology we advise you to regularly consult the following
sites for information on Apache and Jetty technology and security.

The most up to date information on security issues related to operating systems and Apache web server can
be found at the CERT web site: http:/www.cert.org.

A document containing advice on how to secure an installation of the Apache web server is available at
http://www.apache.org/docs/misc/security _tips.html and a list of vulnerabilities at
http.//www.apacheweek.com/features/security-13.

You will find a list of Jetty security reports at http.//docs.codehaus.org/display/JETTY/Jetty+Security.

g~ Note: You will find important information about installation and security in the release notes. Read these
notes carefully.


http://www.cert.org
http://www.apache.org/docs/misc/security_tips.html
http://www.apacheweek.com/features/security-13
http://docs.codehaus.org/display/JETTY/Jetty+Security

