F-Secure Mobile Security for Business

Smartphones are effectively small computers and face many of the same threats
as workstations and laptops. Mobile malware and spyware pose exira security
risks for businesses, lowering productivity and causing business continuity problems.
If the phone is lost or stolen, you need to be sure that your confidential business
information cannot be misused by anyone. F-Secure Mobile Security for Business
offers total profection for business smartphones and also provides centralized

management for IT administrators.

Instant protection against loss or theft

Mobile phones can easily be lost or stolen — so it's important that you have a
way to profect and remotely control the device. F-Secure Mobile Security for
Business infroduces the advanced antitheft feature with remote lock, remote wipe
and theft control functionalities. Remote lock can be used to lock the device to
profect confidential information quickly and easily with a single SMS message.
The theft control feature activates when the SIM card is changed by locking the
device. As an ultimate safety measure to prevent misuse, it is possible fo erase
all the data on the phone with remote wipe. You can be sure that your confidential

information won't be misused by anyone.

Features you can rely on

The solution works invisibly in the background, scanning all network traffic and
monitoring the device for malware. The application combines reakime anfivirus
functionality with a firewall, antitheft and anfispyware, making the device complefely

safe for today's connected life.

F-Secure Mobile Security for Business automatically retrieves the newest updates
whenever any data connection is used. An additional SMS update mechanism
patented by F-Secure ensures that critical malware fingerprints are received even
when a data connection is not available.

Centralized management and monitoring

IT administrators can centrally monitor the protection sfatus of the company
smartphones by using the F-Secure Mobile Security for Business management
portal. The administrator can easily add smartphones into the management
portal, send a download link and a service activation code as an SMS message
directly to the phones, and monitor the service status and subscriptions with a
standard web browser.
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Protects you against:

> Misuse of confidential information

in case the phone is lost or stolen

> Mobile spyware monitoring your
phone usage

> Unwanted billing caused by viruses
that are frying fo spread

> The device becoming unusable

due to malware
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F-Secure Mobile Security for Business key features

Antitheft
If your phone is lost or stolen, F-Secure Mobile Security for Business helps
fo safeguard confidential data. The antitheft offers three new features to

keep your data safe: remote locking, remote wiping and theft control.

Antispyware
Protects against spyware and espionage software that may monitor and
record all the actions on a mobile phone, including voice calls, SMS,

multimedia and e-mail messages.

Antivirus and customizable Firewall
Combined reakime antivirus profection with a customizable firewall makes
the device complefely safe against mobile viruses and malware.

Smooth user experience
Security has never looked better. The new smooth user interface is all

about making security easy.

Unique advanced automatic updates

A unique 2-layer update mechanism automatically refrieves the newest
updates whenever any data connection is used. Advanced SMS updates
ensure that you receive the critical updates even when a data connection
is not available.

Light, efficient and easy

Thanks to light and efficient scanning technology, F-Secure Mobile Security
for Business gives you full profection without affecting the smartphone user
experience. The new smooth user inferface is all about making security

easy.

Central management
Centralized management makes it easy for an [T administrator or partner
fo monitor the protfection status of all the smartphones in the service.

Device management

F-Secure Mobile Security for Business supports the device management
standard defined by Open Mobile Alliance (OMA). To utilize the device
management the company should have, for example, the Nokia Intellisync
or mFormation device management system. Administrators can use the
device management system fo perform complicated or repetitive management
tasks over the air on behalf of the end user.

Support for all the most popular

smartphones

All popular smartphone models are supported
- over 150 different Windows Mobile and
Symbian devices from all the major vendors
like Nokia, Sony Ericsson, Toshiba, Motorola,
HTC, Samsung and co-branded devices.

The full list is available at:
WWW.F-SECURE.COM
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