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Executive Summary

In today’s fast-moving Internet-driven world, new opportunities are emerging
to take advantage of the latest technologies and increasingly fast connectivity.
All of this has enabled people to do more in less time. Unfortunately, this trend
of empowerment is not only available for the good, but also for various
questionable and criminal activities. This has led to a constant and pressing
need for faster and more intelligent technologies to protect the unwary.

Providing efficient proactive protection against malware has long been one of
the major goals in developing antivirus software. The updates required for
traditional reactive fingerprint-scanning to work have always been
problematic. Initially because of rudimentary data networks causing scattered
distribution of new fingerprints. In recent years increasingly fast-spreading
malware outbreaks have made it difficult to ensure all end users have the
latest protection in place. Attempts to solve these problems have been made
since the beginning. Heuristic scanning techniques and rudimentary behavior
blockers have been implemented in many antivirus products for over a
decade. The problem so far has been that these proactive technologies tend
to create a lot of false alerts due to their inability to accurately predict program
behavior.

The introduction of the F-Secure DeepGuard technology is, however, a
milestone that sets new standards for proactive protection technologies.
F-Secure DeepGuard’s approach is holistic and ties together many core
technologies used for the protection of computers. This enables F-Secure
DeepGuard to make a smarter and more accurate analysis of the unknown
malware it encounters. F-Secure DeepGuard will in most cases be able to
accurately detect and block unknown malware without expert help from the
user, thanks to the tight cooperation between a wide range of sensors and
protection modules. It combines sandboxing, behavior blocking and
advanced heuristics in a unique way. All F-Secure DeepGuard installations
world-wide also form a network that works together with the signature-based
scanning system to form a strong and lightning fast defense against a new
generation of skilled and motivated malware authors.
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1 Reactive or proactive?

1.1 Reactive protection — the traditional way

Traditional reactive scanning for malware means that suspected malware
samples are analyzed by a virus analyst in a lab. The researcher makes a
decision about the nature of the sample. Code for detection and removal is
added to a definition database, should the sample be classified as malware.

Traditional reactive scanning has been the backbone of most antivirus
products from the beginning, and will continue in this role for the foreseeable
future. This does not, however, mean that it's a perfect technology. Reactive
scanning technology has several shortcomings, but its flexibility, accuracy and
adaptability has still not been rivaled by any other available technology.

The key difference with reactive compared to proactive technology is naturally
the intelligent human needed to handle malware samples and issue updates.
The technology may be reactive, but it ensures at the same time that the
antivirus researcher gets the last word. The bad guy makes the first move and
the good guys respond. An analogy of this is the action of law enforcement
agencies worldwide. Criminals commit crimes and the police investigate. A
criminal may get away with a crime once or twice, but as soon as he is in jail,
his crime spree ends.

The key issue in reactive protection is of course speed of response. A lack of
connectivity reduced the spreading speed of malware during the nineties. This
same technical limitation was naturally also an issue for the traditional
antivirus updates. But due to the relatively slow propagation of malware, it
was still quite easy to keep protection updated within acceptable levels.

The explosive penetration of high-speed broadband connectivity created a
much more powerful environment for antivirus definition database distribution
in the late nineties and in the new millennium. Unfortunately, it also created a
much more fluid environment for malware to spread. The traditional passive
computer virus was replaced by the actively spreading worm. Typical times
from first observation to large-scale outbreak dropped from months to hours.
And with the latest modern threats, such as the so-called targeted zero-day
attacks, the time to react is literally coming down to zero. The researcher in
the lab and the testing of virus definition updates have become the new
bottlenecks.
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1.2 Proactive protection — instant intelligent protection

The drawbacks of reactive protection were already recognized during the
early years of virus protection software. The need to constantly monitor the
situation and respond to new threats created the need for a specialized
organization, the virus research laboratory. The working conditions in a virus
laboratory are unique, highly specialized skills are required and the work is
done under extreme time pressure. But no matter how skilled and fast the lab
team is, there is always a time lag before the reactive protection update can
be delivered to the customers. A lot of effort has been put into solving this
problem.

Heuristic scanning has been implemented in antivirus scanners almost since
the beginning. This was the first attempt to solve the problem of response
times and provide instant detection that didn’t require updating. Heuristic
scanning works by looking for potentially malicious functionality rather than for
known malware. The scanner can identify pieces of code that are typical to
viruses, and flag the file as suspicious if it detects certain combinations of
these attributes. This is a good start, but there are always accompanying
problems with this approach. If the scanner is set at sensitive with the aim of
detecting most malware, then the number of false alerts will rise. And a false
alert may cause as much headache as a real infection. This makes heuristic
scanning a feasible tool for the expert user, but the potential of false alerts
limits its usefulness for non-technical users.

Behavior blocking and HIPS (Host-based Intrusion Prevention System) are
becoming typical components in more modern proactive protection systems.
These systems do not only examine code in files like the traditional heuristic
scanners used to do. These systems implement sensors in the system that
intercept actions performed by running programs, and are able to block the
actions if needed. These systems get a much more accurate picture of what
the running program is up to as they are able to monitor and control its actual
runtime actions. But the basic problem in proactive protection still remains.
The executable itself is not identified and the systems must make a decision
about its nature based on the actions it performs. The algorithms involved can
be tuned to catch everything — and produce a lot of false alerts. Or it can be
tuned to not bother the non-technical user, potentially letting malicious code to
be executed. In essence, heuristics is a tradeoff between detection accuracy
and the frequency of needless interruptions to the user — something often
called the “noise level” of the solution.

There is also another problem with proactive protection. The purpose of
proactive protection is to add protection that works even without anti-virus
updates. This often makes the solution more static and easier for malware
authors to analyze overall. The malware author can modify and fine-tune their
code and test it against the proactive system. A skilled malware programmer
will be able to figure out what kind of patterns the proactive system is looking
for, and alter the malware so that it doesn’t trigger an alert. Proactive
protection basically means that the antivirus software is making the first move
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and lets the malware author respond. Proactive protection systems can
naturally be updated and tuned remotely by the antivirus lab to deal with any
new scenario. But that puts us back into the reactive model with its attendant
problems.

Looking at the pros and cons of the reactive and proactive protection
approaches, it is easy to understand that an ideal solution should probably
include elements from both of these worlds. And ideally, both technologies
should be working seamlessly together, complementing each other to form a
truly solid overall solution.

1.3 The threat scenario — what’s needed out there?

The evolution of data communications used to be the main factor that
controlled the global malware situation. The ability to exploit a new
communication channel and use it for malware replication was typically the
key trigger for a new and more powerful generation of malware. The situation
has, however, changed dramatically in the 21 century. Broadband
connectivity is widespread and high-speed data communication channels are
no longer the bottleneck for malware. The new key to success for malware
has become its ability to accurately locate targets considered useful for the
malware author. This is related to the dramatic shift in the drivers and
motivation factors for malware authors. Malware is no longer written as an
intellectual challenge. Nor is today’s typical malware author a clueless
teenager who is attracted to the mystique of malware-coding. The new driver
for malware authors is quite simply money.

The Internet is no longer a playground for computer enthusiasts. Nor is it a
pure marketing channel or a place to just show a company’s online catalog.
The Internet has become the world’s fastest growing marketplace and more
and more of the contents on the net is related to eCommerce in one way or
another. This development has given birth to a new generation of malware
authors — the cyber criminals. They are far more motivated than their clueless
teenage counterparts. They also have better possibilities to maintain the skills
necessary to develop high-quality malware code. And last but not least, their
ideal malware look very different from the teenager’s creation because their
goals are different.

The objective of malware written by a cyber criminal is typically to steal
bandwidth, computing capacity or information. The attack may be carefully
targeted to one destination or aimed at suitable computers around the world.
But the number of infected computers is typically limited in both cases. The
clueless teenager thinks it is cool when his creation causes a massive
outbreak and headlines all over the world. The same scenario is a failure for
the cyber criminal. The attention raises computer users’ awareness and
makes them clean up infected computers and install the appropriate
protection solutions. The ideal scenario for the criminal is to create a larger
number of smaller outbreaks that more carefully target selected victims. This
makes it possible to break into the same number of relevant targets, at the
same time flying under the media’s radar without attracting attention. This will
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naturally require more development work for the malware author. But this is
not a problem as the profit from the criminal activity in most cases well
outweighs the effort.

The challenge for antivirus vendors lies in the fact that analyzing a new virus
requires the same amount of work in the lab regardless of how large the
outbreak is. A scenario with ten smaller outbreaks is much harder to handle
than one big one, even if the total number of affected computers may be
roughly the same. The sample submissions to the lab may also be slower in
case of smaller outbreaks. It takes longer for a sample to hit a honey-pot
computer on the Net. Effective proactive protection could theoretically deal
with all ten outbreaks and block them. But the new generation of malware
authors is not only able to produce more code. They are also able to produce
better code, and especially code that has been tested against existing
proactive systems.

The conclusion is that the malware authors’ ability to produce more code
makes traditional reactive scanning less effective. And their ability to produce
better code limits the usefulness of proactive protection. This naturally means
that a successful protection system must be able to combine the strong
aspects of both techniques to be successful in the fight against the new
generation of malware authors.
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2 F-Secure DeepGuard in action

2.1 Technical implementation — Deep visibility is essential

F-Secure DeepGuard is by nature a sandbox, a behavior blocker and a part of
the security lab’s research methods and tools. Deep, under-the-surface
visibility into what a given software is doing is essential in all three roles.

F-Secure DeepGuard achieves this needed visibility mainly by using two
different technologies, sandboxing and triggers that monitor system activity.
The sandbox creates a virtual environment where suspicious software can be
run without risk of compromising system integrity. Most malware programs will
initiate actions that reveal their true nature when run in the simulated sandbox
environment. These actions can’t harm the computer system because they
are performed inside a simulated environment before the malware is actually
executed by the operating system.

A sandbox alone can’t, however, catch all behavior that can be termed
malicious. Sandboxing is quite time-consuming and the simulation is not
perfect. This is where the system triggers take over. A wide range of carefully
selected system activities are monitored by F-Secure DeepGuard and actions
performed by a certain process form a sort of a fingerprint. This pattern,
together with information from the sandbox analysis, can be used to
constantly monitor the behavior of processes that have passed the initial
screening by the sandbox. Any new action that may be significant is added to
the overall picture of the analyzed software and F-Secure DeepGuard can at
any point alter the classification of the software and take the necessary
actions to ensure system integrity.

2.2 User experience — Adapting to user skKills

The data collected by the sandbox and the system triggers are used by a local
artificial intelligence system. This system is one of the key factors that make
F-Secure DeepGuard unique. Simple HIPS-systems typically intercept
suspicious system activities and lets the user decide what to do with the
offending application. This approach may be fine for expert users with the
skills to interpret the information and make the right decision. Non-technical
users are, however, confused by systems of this kind and are likely to put their
computers in jeopardy by unintentionally giving the wrong answer to technical
questions that they have no possibility to understand.

F-Secure DeepGuard has been designed with this in mind. There are three
different operation modes that are developed for different types of users. The
expert user can still have control over the system and approve blocking
actions proposed by F-Secure DeepGuard. But most users will probably run
the system in Normal or Automatic mode. Both modes minimize the number of
questions to the user. The Normal mode may ask the user’s permission if the
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case is unclear and blocking the actions could lead to breaking legitimate
software. The Automatic mode never asks the user any questions.

The key to success for the Normal and Automatic modes lies in the artificial
intelligence system that is able to determine whether an application’s overall
aim is to do something malicious or not. F-Secure DeepGuard is able to
provide extremely reliable detection because of its unique multi-tier approach.
The sandboxing provides a good base profile for the executable that is about
to start and enables early blocking of many malicious programs. The system
triggers that take over after program launch update the program profile and
enable the artificial intelligence to build a clearer and clearer picture of the
programs attempts when it is running. This means that the program isn’t
judged based solely on single operations, but rather by the overall picture of
what it has done so far, what it is doing right now and what it is likely to be
doing next. In this regard, F-Secure DeepGuard is a lot like a virtual virus
research lab inside the computer.

2.3 F-Secure DeepGuard — A global network

Traditional antivirus technology has typically been system-centric. The

scanner examines one system at a time without any knowledge of what goes
on in the world around it. Fast spreading worms may exploit this and attempt
to infect large number of computers before they get updated virus signatures.

F-Secure DeepGuard is a departure from this way of thinking. Installations
around the world are constantly examining a large number of unknown,
possibly malicious applications. Using knowledge from all these installations
provides a huge benefit to the researchers in the lab." It makes it possible to
detect and investigate possible malicious programs a lot faster than before. It
provides both early samples of new malware and global statistics that help the
researcher evaluate how rapidly the malware is spreading.

All this leads to faster and more accurate detection of the new threat. It is
enough that a handful of F-Secure DeepGuard installations detect vague
signs of malicious activity, all other installations world-wide will soon benefit
from this and have accurate and up-to-date information about the new threat.

! Any information collection for this purpose is done according to legislation and good privacy protection
practices. When F-Secure DeepGuard finds malicious software, the user is prompted to submit sample
information to F-Secure virus research lab. The user can also deny this sample transmission.

Copyright © 2006 F-Secure Corporation. All rights reserved. 6



3 Conclusion

The global cyber threat scenario is becoming more and more challenging for
antivirus vendors. The main reason for this is the new generation of cyber
criminals who have become the dominant malware authors. A large number of
smaller malware outbreaks suit their needs better than large worldwide
pandemics. This tactic enables them to fly under the radar and avoid
unnecessary media attention. The rapid development and large number of
unique new malware keeps the antivirus labs at least as busy as during the
era of massive global outbreaks. The challenge to keep pace and maintain a
sufficient reactive protection system is getting tougher, despite the fact that
the virus problem may seem to be declining based on media coverage.

The increased skills of the cyber criminals are making existing proactive
protection techniques less effective. Simple proactive protection is by nature
static and the new generation of malware authors have the skills and
resources to test their code against the major antivirus brands’ proactive
scanners. Reactive scanning uses human intelligence in the research lab to
fight malware, but the cure always comes with a delay. The increased skills
and resources of the cyber criminals make it possible for them to fight both
technologies with a fair amount of success.

The most effective defense in this situation is to couple reactive scanning and
proactive protection tightly together. F-Secure DeepGuard forms a global
network that, in addition to proactive protection, provides increased visibility
about new threats for the researchers in the antivirus lab. The instant analysis
of suspicious software provides a global sensor system that gives the
researcher a chance to react to vague indications of malware that no artificial
intelligence could flag as malicious with sufficient certainty. In other words, all
F-Secure DeepGuard installations are coupled to both the local artificial
intelligence in the same computer and to a researcher in the lab with human
intelligence. This enables F-Secure DeepGuard to combine the strengths of
both reactive scanning and proactive protection, dramatically reducing the
overall reaction time to new threats while at the same time maintaining the
highest level of detection accuracy.
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